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                                  (T / TTL) 

               (       D * R * W ) 

   P_cs =  1 - ( 1  -  --------- ) 

               (       N * P * I ) 

�

I: Number distinct IDs available (maximum 65536) 

P: Number of ports used (maximum around 64000, but often 1) 

N: Number of authoritative nameservers for a domain

R: Number of packets sent per second by the attacker 

W: Window of opportunity, in seconds.  Bounded by the response time of the 

authoritative servers (often 0.1s) 

D: Average number of identical outstanding questions of a resolver 

(typically 1) 

T: Time period in which the attack occurs 

TTL: Time to live of the legitimate resource record
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h4l@b4byl0n:~$ dig -t ns example.com 

;; QUESTION SECTION: 
;example.com.  IN NS 

;; ANSWER SECTION: 
example.com. 172800 IN NS dns1.example.com.

example.com. 172800 IN NS dns2.example.com.

;; ADDITIONAL SECTION: 
dns2.example.com. 172800 IN A 192.168.100.2 
dns1.example.com. 172800 IN A 192.168.100.1 
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;; ANSWER SECTION: 
www.example.com. 86400 IN CNAME  example.com. 
example.com. 86400 IN A  192.168.100.99 
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                                  (T / 86400) 

               (       1 * 15000 * 0.1 ) 

   P_cs =  1 - ( 1  -  --------------  ) 

               (       2 * 1 * 65535   ) 
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                                        T  

               (       1 * 15000 * 0.1 ) 

   P_cs =  1 - ( 1  -  --------------  ) 

               (       2 * 1 * 65535   ) 
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