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1 Executive summary 
 

1.1 Introduction  
 
The Network and Information Security Directive 2 (NIS2 Directive) is a significant piece of European 
Union (EU) legislation that aims to strengthen the cybersecurity posture of its economy. This white-
paper seeks to provide a deeper understanding of the NIS2 Directive, its implications, and its impact 
on businesses operating within the EU.   
 

Our objective is to demystify the complexities of the NIS2 Directive and present it in a manner that is 
accessible and actionable for businesses. We aim to highlight the key requirements of the NIS2 Di-
rective, the sectors, and entities it applies to, and the steps businesses need to take to ensure compli-
ance.  
 
Furthermore, this whitepaper will serve as a guide for businesses navigating the new cybersecurity 
landscape shaped by the NIS2 Directive. It will provide insights into the potential challenges and op-
portunities presented by the directive, and how businesses can turn these into competitive ad-
vantages while pursuing compliance.  
 
This whitepaper is designed to be a solid basis for understanding the NIS2 Directive and a roadmap 
for achieving compliance. We hope that it will empower organizations to not only meet their legal 
obligations but also to enhance their real cybersecurity & resilience measures, thereby protecting their 
business reputation, operational continuity, and information security.  
 

In case there is a need to quickly approach key elements NIS2 Directive in the form of questions and 
answers, please refer to Section 10. 

1.2 Target Audience  
 
The NIS2 Directive impacts a wide range of organisations (approx. 160 000 in EU) and its stakeholders, 
both external and internal. The primary target audience for this whitepaper includes executives ac-
countable and professionals responsible for cybersecurity and risk management within their organi-
zations, as well as those seeking consultancy services or adequate, proportional solutions to ensure 
compliance with this new EU Directive.   
NIS2 compliance challenge addresses the following key stakeholders:   
 
Board Members (i.e., called in NIS2 Directive “management bodies”) whether individual or collective 
body in charge of cybersecurity, business continuity, crisis management, physical security.  
  
Chief Compliance Officers (CCO) or Heads of Compliance are crucial stakeholders in the NIS2 Di-
rective implementation. Their role is critical in ensuring that organizations comply with the new cy-
bersecurity regulations and requirements. They oversee the development and enforcement of inter-
nal policies and procedures that align with the directive’s obligations, including risk management 
measures, incident response, and breach notification protocols. They are responsible for assurance of 
proportionality principle while implementing NIS2.  

  
Chief Information Security Officers (CISOs): As the primary defenders of an organization's network 
and information systems, CISOs play a key role in implementing and overseeing cybersecurity risk 
and protection measures, coordinate cybersecurity & cyber resilience awareness training to execu-
tives, employees, or suppliers This white paper provides them with essential insights and strategies to 
align their practices with NIS 2 Directive.   
 

NIS2 Compliance is not only a CISO job but management bodies job. 
There are no mentions of CISO in the NIS2 Directive 

  
Chief Security Officers (CSOs): Responsible for the overall security strategy, CSOs together with 
CISOs must integrate both physical aspects of cybersecurity measures. The directive's comprehensive 
approach to cybersecurity risk management, physical- and cybersecurity incident response, crisis 
management is particularly relevant to their roles.  CSOs can act liaison for implementation activities 
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related to CER (Critical Entities Resilience) Directive which overlaps with NIS2 Directive critical sectors 
and Essential entities.  
  
Chief Risk Officers (CROs), Risk and Insurance Managers: CROs are responsible for identifying, an-
alysing, and mitigating organisation-wide risks. The NIS 2 Directive's emphasis on risk management 
measures and compliance assessments aligns with their mandate to protect the organization from a 
wide array of threats.  Moreover, they should assist CISOs in determination of proper parameters for 
risk loss retention and risk transfer for cyber insurance policy and during cyber incidents if they trigger 
insurance loss adjustment activities.  

  
Data Protection Officers (DPOs): being already challenged with ensuring compliance with data pro-
tection regulations, DPOs need to understand how the NIS2 Directive intersects with GDPR require-
ments.   

  
Information Security Managers, Team Leaders, or Unit Mangers: They focus on the tactical or oper-
ational implementation of security policies, procedures, and collection respective evidence for 
demonstration of compliance.   

 
Some of key stakeholders mentioned above are indispensable for NIS2 Directive to be addressed, ad-
equately prioritised and to provide actionable action plan for closing potential compliance gaps or 
escalating evidence collection on timely basis. The measures discussed herein are designed to en-
hance cybersecurity resilience, ensuring that organizations are well-prepared to meet the new regu-
latory obligations.   

1.3 Acronyms 
In this whitepaper some of the acronyms are used which are listed in the Table 1. 

Table 1 Acronyms 

Acronym Meaning 

NISD, NIS1 Network and Information Systems Directive from 2016 predecessor of NIS2 Directive 

NIS2 Network and Information Systems Directive 2 – subject of this Whitepaper 

EE Essential Entity 

IE  Important Entity 

ENISA The European Union Agency for Cybersecurity 

EU-CyCLONe European Cyber Crisis Liaison Organisation Network 

GDPR General Data Protection Regulation 

CER Critical Entities Resilience or Resilience of Critical Entities Directive (EU) 2022/2557 

DORA Digital Operational Resilience Act Regulation (EU) 2022/2554 

ECA European Cybersecurity Act Regulation (EU) 2019/881 

CRA Cyber Resilience Act (current status: proposal in final proceeding).  

CSIRT Computer Security Incident Response Team 

CERT Computer Emergency Response (Readiness) Team 

SOC Security Operational Centre 

EU, EU Member 
States,  EU MS 

27 Member States of European Union: Belgium, Bulgaria, Czechia, Denmark, Germany, 
Estonia, Ireland, Greece, Spain, France, Croatia, Italy, Cyprus, Latvia, Lithuania, Luxembourg, 
Hungary, Malta, the Netherlands, Austria, Poland, Portugal, Romania, Slovenia, Slovakia, 
Finland and Sweden.  

EEA European Economic Area is 27 EU Member States plus Iceland, Liechtenstein, and Norway. 
EEA does not include Switzerland. Sources and more details on EEA Relevance: Efta.int, 
European Parliament,  

Source: Eviden’s own elaboration. 
 

https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/eli/dir/2022/2557/oj
https://eur-lex.europa.eu/eli/reg/2022/2554/oj
https://eur-lex.europa.eu/eli/reg/2019/881/oj
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.html
https://www.efta.int/sites/default/files/publications/Fact%20Sheets/EEA%20Relevance%20%E2%80%93%20What%20is%20covered%20by%20the%20EEA_new.pdf
https://www.europarl.europa.eu/factsheets/en/sheet/169/the-european-economic-area-eea-switzerland-and-the-north
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2 NIS2 Directive Introduction 

2.1 What is the NIS2 Directive 
 

The NIS2 Directive formally identified as “Directive (EU) 2022/2555 of the European Parliament and 
of the Council of 14 December 2022 on measures for a high common level of cybersecurity across 
the Union” is a legislative act that aims to achieve a high common level of cybersecurity across the 
European Union. EU Member States must ensure that organisations being in scope of this Directive, 
called Essential Entities (EE) and Important Entities (IE) take appropriate and proportionate tech-
nical, operational and organizational measures to manage the risks posed to the security of network 
and information systems, and to prevent or minimize the impact of incidents on recipients of their 
services and on other services. The measures must be based on an all-hazards approach (holistic view 
of threat landscape). 

EU Member States authorities must until October 17th of October 2024 to transpose NIS2 Directive into 
national laws. Once adopted by EU countries, starting from 18th of October currently existing NIS1 Di-
rective (NISD) will be replaced. 

2.2 NIS2 Directive objectives & scope 
 

The NIS2 Directive as strategic legislative initiative by the European Union aimed at elevating the 
level of cybersecurity across all member states. By understanding these objectives, businesses can 
better navigate the cybersecurity landscape shaped by the NIS2 Directive and take proactive steps 
towards not only compliance but also protection of their assets and value. Summary of NIS2 Di-
rective main objective and specific objectives are depicted on Figure 1 Summary of NIS2 Directive 
key objectives and scope 

. 

Figure 1 Summary of NIS2 Directive key objectives and scope 

Source: Eviden’s own elaboration based on NIS2 Directive. 
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2.3 NIS2 transposition and timeline 
 

Although the NIS2 Directive is already in effect, EU Member States have until October 2024 to trans-
pose it into national law. This transition period allows Member States to adopt and publish the nec-
essary measures to comply with the directive and ensure that these measures are applied from 18 
October 2024 onwards. 

Figure 2 Key Milestones on NIS2 Compliance Journey 

 

2.4 Background of NIS2 Directive update 
 

As already mentioned in section 2.1, NIS2 Directive is replacing previous NIS Directive (marked by NISD 
or NIS1 Acronyms). The EU cybersecurity rules introduced in 2016 were updated by the NIS2 Directive 
that came into force in January 2023. It modernized the existing legal framework to keep up with 
increased digitization and an evolving cybersecurity threat landscape. By expanding the scope of the 
cybersecurity rules to new sectors and entities, it further improves the resilience and incident re-
sponse capacities of public and private entities, competent authorities, and the EU as a whole. 

The NIS2 directive introduces several key changes to enhance cybersecurity and the specific require-
ments that entities must adhere to.  

NIS 1 or just NIS, was originally adopted in 2016 but the companies it applied to were limited, especially 
compared to NIS2. NIS also had minimal enforcement and much less punishing penalties for non-
compliance. 

What are the major differences between NIS and NIS2? 

NIS2 carries much steeper fines and has detailed stricter rules and enforcement measures regulators 
must ensure companies are complying with NIS2. This includes investigative and supervisory powers 
such as: 

•  On-site inspections 
•  Security audits 
•  Requesting more information to assess an organization’s cybersecurity measures. 
•  Security scanning 
•  Requesting evidence and information to measure risk management and cybersecurity poli-

cies, data, documentation, and other information. 

Member state specific timelines (deadlines)
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Detailed comparison between NIS1 and NIS2 is shown in the Table below. 

Table 2 Comparison between NIS and NIS2 Directives 

Difference Domain NIS1 Directive NIS2 Directive 

Purpose  

to build cybersecurity capabilities in EU 
 
 
 
 
 
mitigate threats to Network & IS used to 
provide essential services in key sectors  
 
ensure the continuity of such services 
when facing incidents,  
 
7 sectors only 
 
contributing to the EU security and to 
the effective functioning of its economy 
& society 

eliminate market fragmentation, en-
hance cross-border service provision, and 
improve cyber resilience affecting the 
cross-border provision of services and the 
level of cyber resilience 
 
to establish minimum rules for a coordi-
nated regulatory framework 
effective cooperation among responsible 
authorities in each MS 
 
 
Extension the list of sectors from 7 to 18 
 
overcome the shortcomings of the differ-
entiation between operators of essential 
services and digital service providers 
 

Types of organisations  
Operators of Essential Services (OES) 
Digital Service Providers (DSP) 

Essential Entities (EE) - OES in NIS1  
Important Entities (IE) 

Sectors in scope  

(see Figure 1 Sum-

mary of NIS2 Di-

rective key objec-

tives and scope 

) 

7 critical sectors for OES  
 
3 DSP sectors:  
Online marketplace. 
Online search engine. 
Cloud computing service  

11 Critical sectors (all 7 from NIS1 and 1 DSP 
cloud service provider), 
7 other critical sectors (incl. rest of NIS1 
DSP plus social media platforms) 
 
EU MS can modify sectors in scope of NIS2 

Measures 

Different measures for OES (art. 14) and 
DSP (art. 16) – they are called Security re-
quirements and incident notification 

In NIS 2 measures are called risk man-
agement measures. They have more 
structured domains’ measures (art. 21.2 a-
j, 23) and are the same for EE and IE 

Use of certification 

schemes 

Not in scope, as European Cybersecurity 
Act has not been adopted at that time 

Obligation to use certified products or 
services for Essential Entities 

Audit by competent 

authority 

OES – required to provide: 
- the information necessary to assess 
the security of their network and IS, in-
cluding documented security policies 
as defined in Art 14.  
- evidence of the effective implementa-
tion of security policies, such as the re-
sults of a security audit conducted by 
the competent authority or a qualified 
auditor and, in the latter case, to make 
the results thereof, including the under-
lying evidence, available to the compe-
tent authority.  
 
DSP – subject of ex post supervisory 
audit 
DSP – required to provide: 
- the information necessary to assess 
the security of their network and infor-
mation systems, including documented 
security policies 
- remediation to any failure to meet the 
requirements laid down in Art 16. 
 

Essential Entity – subject of Ex ante and 
ex post – anytime, before, during and af-
ter cyber incident 
 
Important Entity – ex post, after cyber in-
cident 
  
Important – ex post (audit only after the 
cyber incident) 
 
NIS2 introduced more detailed require-
ments here, refer to Section 3.2 

Management  

accountability 

No management bodies responsibilities 
defined or mentioned 

Clear management bodies responsibili-
ties, both legal entity and individuals 
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Difference Domain NIS1 Directive NIS2 Directive 

Reporting 
Incident notification obligations for 
OES, DSP. No incident report or no re-
porting timeline defined: for DSP ( 

Incident reporting in 24, 72 hours, interim 
and after 30 days (full report) 

Administrative fines & 

penalties 

No administrative fines’ amount thresh-
olds defined. 
Member States determine individually 
based on effective, proportionate, and 
dissuasive 

Essential Entities 10 mln EUR or 2% of 
global turnover whichever is greater. 
Important Entities – 7 mln EUR or 1.4% of 
global turnover whichever is greater. 

Source: Eviden’s own elaboration. Country NIS1 transpositions introduced some modifications.  
Note: Please refer to specific NIS1 Member States Transposition for further information. 

Organisation in scope of NIS1 need to organise the transition to NIS2 based on respective mappings 
and extended scope of measures. 

Figure 3 Comparison of Critical sectors between NIS1 (Annex I) of NIS2 directive (Annex I) 

 

Source: Eviden’s own elaboration 

Digital providers from NIS1 have been assigned to Essential Entities (Cloud Service Provider) and the 
remaining ones to Important Entities. 

 

Figure 4 Other critical sectors of NIS2 (Annex II) 

 

Source: Eviden’s own elaboration. 

2.5 Does Companies in scope of NIS1 need to comply with NIS2? 
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Based on Section 2.3 of this whitepaper the following question emerges: “if organisations are already 
in NIS1 Directive scope, are they automatically compliant with NIS2?” 

According to NIS2 Impact Assessment for the new organisations that would fall under the scope of 
the NIS framework, it is estimated that they would need an increase of maximum 22% of their current 
ICT security spending for the first years following the introduction of the new NIS framework  

For companies being already under the scope of the current NIS 1 Directive, i.e. OES Operators of Es-
sential Services) they would need on average 12% ICT spending increase). 

In view of the above Table 2 Comparison between NIS and NIS2 DirectivesTable 2 – the NIS1 compa-
nies in view of NIS2 updated and precise requirements should consider: 

• Address stricter governance of NIS2 compliance programme, management accountability 
and accountability for implementation and ongoing support of compliance 

• Address necessity for regular training and cyber awareness of executives and employees 
• Secure NIS2 compliance budget increase 10-20% of ICT Budget on average. 
• Review current evidence collection and review process related to NIS2 risk management 

measures under Art. 21.2 a-j, in particular supply chain security, crisis management, zero trust 
scope and cyber hygiene. 

• Review of incident reporting obligations process if it is able support generation of initial, in-
terim, and full report under NIS2 time slots of 12, 72 and a one month since notification of 
incident. 

For specific questions please consult Eviden local or global contact. 

2.6 NIS2 Directive organisations in scope 

2.6.1 Combined organisation size & sector criticality level 
 

The NIS2 Directive extends and enhances the cybersecurity requirements for entities within the Eu-
ropean Union, identifying sectors considered vital for the maintenance of societal and economic ac-
tivities. This legislation distinguishes between "Essential Entities" and "Important Entities" to ensure a 
high common level of cybersecurity across the Union. The NIS2 Directive applies to organisations in 
critical sectors listed in its Annexes II and III, based on their size and the services they provide. 

Art. 2 of NIS 2 Directive refers to Recommendation 2003/361/EC, where in art. 2 are defined differenti-
ation criteria, thresholds between large, medium, small and microenterprises, companies large and 
medium.  

Figure 5 Organisation size criteria used in NIS2 to combine with sectors Annex I, II to define EE & IE  

 

Source: Own elaboration based on Recommendation 2003/361/EC. 
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Combining size of companies and list of critical or other critical sectors contained in Annex I and II of 
NIS2 Directive results in basis for identification of Essential or Important Entities what is presented in 
Error! Not a valid bookmark self-reference.. 

 

Table 3 List of Essential and Important Entities combined with critical sectors (Annex I) and organi-
sation size 

 

Table 4 List of Important Entities combined with other critical sectors (Annex II) and organisation 
size. 

 

Definitions of large, medium, small, and micro enterprises as in Recommendation 2003/361/EC and 
Figure 5. 
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2.6.2 Territory Jurisdiction Scope – Where to report, where to comply 
 

According to Motive (113) and art 26 of NIS2 Directive, the entities falling within the scope of NIS2 
should be considered to fall under the jurisdiction of the Member State in which they are established.  

However, providers of public electronic communications networks or providers of publicly available 
electronic communications services should be considered to fall under the authority of the Member 
State in which they provide their services.  

Specific technical suppliers:  

• DNS service providers,  
• TLD name registries,  
• entities providing domain name registration services,  
• cloud computing service providers,  
• data centre service providers,  
• content delivery network providers,  
• managed service providers,  
• managed security service providers, as well as  
• providers of online marketplaces, of online search engines and of social networking services 

platforms  

should be considered to fall under the jurisdiction of the Member State in which they have their main 
establishment in the Union.  

Public administration entities should fall under the jurisdiction of the Member State which estab-
lished them.  

If the entity provides services or is established in more than one Member State, it should fall under the 
separate and concurrent jurisdiction of each of those Member States. The competent authorities of 
those Member States should cooperate, provide mutual assistance to each other and, where appro-
priate, carry out joint supervisory actions.  

Where Member States exercise jurisdiction, they should not impose enforcement measures or penal-
ties more than once for the same conduct, in line with the principle of ne bis in idem1. 

Multiple reporting obligations but only one penalty for the same conduct.  

1. Jurisdiction and territoriality - According to article 26 of NIS2 – organisations in scope of this 
Directive are subject to the laws of the Member State where they are established. However, 
there are exceptions for the following entities: 

o Providers of electronic communications networks or services: They fall under the ju-
risdiction of the Member State where they offer their services. 

o Specific technology providers:  

▪ DNS service providers, TLD name registries,  

▪ entities providing domain name registration services,  

▪ cloud computing service providers,  

▪ data centre service providers,  

 
1 Non bis in idem (sometimes rendered non-bis in idem or ne bis in idem) which translates from Latin as 'not 
twice in the same [thing]', is a legal doctrine in a criminal law under which a person cannot be punished and be 
subject to several procedures twice for the same facts. In simple terms, the principle pursues to avoid double 
prosecutions and double punishments. 
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▪ content delivery network providers,  

▪ managed service providers, managed security service providers, as well as 

▪ providers of online marketplaces, of online search engines or of social net-
working services platforms, which DNS service providers, cloud computing 
services, content delivery networks, etc., are subject to the laws of the Mem-
ber State where they have their main establishment in the European Union.  

o Public administration entities: They are governed by the laws of the Member State 
that established them. 

2. Determining Main Establishment: 

o For entities mentioned in the exceptions (like specific technology providers), their 
main establishment is where decisions related to cybersecurity risk management are 
primarily made. 

o If that cannot be determined or if decisions are not made within the EU, the main 
establishment is where cybersecurity operations occur. 

o If still unclear, it is based on the Member State where the entity has the most employ-
ees. 

3. Non-EU Entities Offering Services: 

o If a non-EU entity provides services within the EU, it must appoint a representative in 
one of the Member States where it operates. 

o Legal actions can be taken against such entities for violating this Directive. 

4. Representatives and Legal Actions: 

o Appointing a representative does not protect the entity from legal actions—it is sep-
arate from any legal liability. 

o Legal actions can still be initiated directly against the entity itself. 

5. Mutual Assistance and Enforcement: 

o Member States can take supervisory and enforcement measures if they receive a re-
quest for mutual assistance related to an entity covered by the exceptions. This is de-
scribed in Art. 37: “In case of mutual assistance Where an entity provides services in 
more than one Member State or provides services in one or more Member States and 
its network and information systems are located in one or more other Member States, 
the competent authorities of the Member States concerned shall cooperate with and 
assist each other as necessary.” 

 

2.6.2.1 NIS2 Jurisdiction scoping – Eviden’s experiences  
 

Considering so far Eviden’s experience in NIS2 Customer Engagements Compliance Projects, the fol-
lowing options were identified: 

1. Minimum scenario: organisation has EU based country Head Office and operates in one country 
only, Essential Entity or Important Entity - clear classic ("handbook") situation. 

2. Maximum scenario: organisation operates in all or in most of the EU Member States or EEA (Eco-
nomic European Area) – Countries’ subsidiaries with Head office being in one of EU member states. 
An additional complication in this case could be that in one EU country the organisation (entity) will 
be potentially recognized as an Essential Entity and in the other one as Important Entity. No subsidi-
aries outside the European Economic Area. Incident reporting may be doubled or multiplied depend-
ent on its presence in the specific EU member states. 
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3. Like scenario in point 2, but Head office 1 EU member states country, Essential or Important Entity, 
business operates in all or in most of the EU Member States plus outside EU - subsidiaries outside EEA: 
in short partially subsidiaries in EU member states, partially outside EU or EEA. 

4. Head office is outside EU/EEA but still there may be business operating in several EU based subsid-
iaries (or at least one subsidiary (especially of bigger multi-industry group from US, Canada etc.) what 
classifies them to be in scope of NIS2. This means in such situations the companies’ subsidiaries would 
need to satisfy NIS2 requirements, but not necessarily its head office. 

5. Company is already subject of NIS1 Directive from 2016 and needs transition activities mainly unless 
their territorial remains the same (no other EU MS expansion, etc.). 

6. Company, apart from above cases may fall under CER Directive in the given country (all Essential 
Entities under NIS2 are Critical Entities under CER Directive. In view of that joint NIS2 and CER Di-
rective compliance journey could be considered to leverage cost synergy of similar compliance chal-
lenges. 

7. Non-governmental organizations outside the EU, but stakeholders expect compliance with EU 
NIS2, DORA, CRA, etc. Such cases refer to non-profit organizations located in Switzerland, Norway, 
Island which have suppliers with major business activity in EU member states. 

3 NIS2 Supervisory & Enforcement Measures 

3.1 General Overview of Types of Supervisory and Enforcement 
Measures 

 

„Competent authority" is the term used in the NIS2 to refer to the regulatory authority which needs 
to be designated or adopted for each EU Member State. There are supposed to be many competent 
authorities responsible for the different sectors in scope of NIS2. These authorities have enforcement 
powers and can take the following supervisory measures (like random checks, audits, requests for 
information), warnings, orders, administrative fines, or penalties. which are depicted in the Figure 6.  

Figure 6 Types of NIS2 Competent Authorities’ Supervisory & Enforcement Measures  
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While discussing Figure 5 it is important to draw attention to criminal penalties related to individuals    
which NIS2 includes as new measures to hold top management personally liable and responsible for 
significant negligence in case of a security incident Namely, NIS2 allows Member State authorities to 
suspend organisation’s managers personally liable if material negligence is proven after a cyber inci-
dent. 

        This includes ordering that organisations to publish their compliance violations and identifying in 
public statements the natural and legal person(s) responsible for the violation and its size. 

        And if the organisation is an essential entity, temporarily ban an individual from performing man-
agement positions in case of repeated violations. 

These measures are designed to recognize C-level management accountable and to prevent from 
material ignorance in managing cyber risks. Specific penalties will vary depending on the Member 
State, but the Directive establishes a minimum list of non-financial supervisory and enforcement 
measures  for breaches of the cybersecurity risk management and reporting obligations.  

3.2 Auditing of Essential or Important Entities 
 

In the NIS2 Directive, dependent on types of entities, there has been adopted so called ex ante and 
ex post approach to supervisory activities like regulatory audits, on-site inspections, requests for in-
formation, etc.  

Essential Entities under art. 32 of NIS2 are subject to an ex-ante and ex-post approach to supervi-
sion (i.e., before the incident happens, during or after, i.e., at any time).  

Important Entities under art. 33 of NIS2 are subject ex-post - supervisory authorities will only con-
duct investigations into these entities if there is evidence or information that they have infringed 
their NIS 2 obligations (art. 21 or 23 in particular). 

Table 5 Types of supervisory measures for Essential or Important Entities 

Essential Entities (EE) 
Ex ante & Ex post (art. 32.2)  

Important Entities (IE) 
Ex post (art. 33.2) 

a) on-site inspections and off-site supervision, in-
cluding random checks conducted by trained pro-
fessionals* 

a) on-site inspections and off-site ex post supervi-
sion conducted by trained professionals; 

b) regular and targeted security audits carried out 
by an independent body or a competent authority** 

b) [non-regular] targeted security audits carried out 
by an independent body or a competent authority   

c) ad hoc audits, including where justified on the 
ground of a significant incident or an infringement 
of this Directive by the essential entity 

Not applicable for IE 

d) For EE security scans based on objective, non-discriminatory, fair, and transparent risk assessment criteria, 
where necessary with the cooperation of the entity concerned, For IE the same provision but indicated as c) 

e) requests for information necessary to assess the 
cybersecurity risk-management measures adopted 
by the entity concerned, including documented cy-
bersecurity policies, as well as compliance with the 
obligation to submit information to the competent 
authorities pursuant to Art 27. 

d) requests for information necessary to assess, ex 
post, ... (then the same as for IE, but indicated as d) 

f) requests to access data, documents, and infor-
mation necessary to carry out their supervisory tasks 

e) the same as for IE, but indicated as e) 

g) requests for evidence of implementation of cyber-
security policies, such as the results of security audits 
carried out by a qualified auditor and the respective 
underlying evidence. 

f) the same as for IE, but indicated as f) 

Source: Eviden’s own elaboration. 

Explanations to the Table: 
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* on-site inspections and off-site supervision, including the identification of weaknesses in databases, 
hardware, firewalls, encryption, and networks. Those inspections and that supervision should be con-
ducted in an objective manner. 

** b) shall be based on risk assessments conducted by the competent authority or the audited entity, 
or on other risk-related available information 

Note: Country-specific supervisory activities after transposition into national laws may differ from 
those provided in NIS2 Directive. 

3.3 NIS2 Directive Penalties & administrative fines 
 

Understanding the general conditions related to imposing potential administrative fines or penalties 
for non-compliance with NIS2 is crucial for organisations subject to the NIS2 Directive.  

Member States shall ensure that in case of Essential Entities infringe Article 21 or 23 they are subject 
to administrative fines of a maximum of at least EUR 10 000 000 or of a maximum of at least 2 % of 
the total worldwide annual turnover in the preceding financial year of the undertaking to which the 
essential entity belongs, whichever is higher. 

Member States shall ensure that in case of Important Entities infringe Article 21 or 23, important enti-
ties are subject, in accordance with paragraphs 2 and 3 of this Article, to administrative fines of a max-
imum of at least EUR 7 000 000 or of a maximum of at least 1,4 % of the total worldwide annual turn-
over in the preceding financial year of the undertaking to which the important entity belongs, which-
ever is higher. 

Figure 7 Administrative fines in case of infringement of Article 21 or 23 by EE or IE. 

 

 

 

 

 

According to motive (130) of NIS2 Where an administrative fine is imposed on an essential or im-
portant entity that is an undertaking, an undertaking should be understood to be an undertaking in 
accordance with Articles 101 and 102 TFEU for those purposes. Where an administrative fine is imposed 
on a person that is not an undertaking, the competent authority should take account of the general 
level of income in the Member State as well as the economic situation of the person when considering 

While imposing administrative fines – they shall be 
effective, proportionate, dissuasive including case specific circumstances 
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the appropriate amount of the fine. It should be for the Member States to determine whether and to 
what extent public authorities should be subject to administrative fines. Imposing an administrative 
fine does not affect the application of other powers of the competent authorities or of other penalties 
laid down in the national rules transposing this Directive. 

According to motive (131) of NIS2 Member States should be able to lay down the rules on criminal 
penalties for infringements of the national rules transposing this Directive.  

However, the imposition of criminal penalties for infringements of such national rules and of related 
administrative penalties should not lead to a breach of the principle of ne bis in idem, as interpreted 
by the Court of Justice of the European Union. 

According to motive (132) of NIS2 where NIS2 Directive does not harmonise administrative penalties 
or where necessary in other cases, for example in the event of a serious infringement of this Directive, 
Member States should implement a system which provides for effective, proportionate, and dissua-
sive penalties. The nature of such penalties and whether they are criminal or administrative should be 
determined by national law. 

3.4 Mutual assistance in multi-country supervisory or enforce-
ment measures 

 

According to Art 37 of NIS2 in connection with Art. 26, where an Entity (Essential or Important) pro-
vides services in more than one Member State or provides services in one or more Member States and 
its network and information systems are located in one or more other Member States, the competent 
authorities of the Member States concerned shall cooperate with and assist each other as necessary.  

That cooperation shall include at least: 

• the competent authorities applying supervisory or enforcement measures in a Member State 
shall, via the single point of contact, inform and consult the competent authorities in the other 
Member States concerned on the supervisory and enforcement measures taken, 
 

• a competent authority may request another competent authority to take supervisory or en-
forcement measures, 
 

• a competent authority shall, upon receipt of a substantiated request from another competent 
authority, provide the other competent authority with mutual assistance proportionate to its 
own resources so that the supervisory or enforcement measures can be implemented in an 
effective, efficient, and consistent manner. 

The mutual assistance referred above in the last listed point may cover information requests and su-
pervisory measures, including requests to carry out on-site inspections or off-site supervision or tar-
geted security audits.  

A competent authority to which a request for assistance is addressed shall not refuse that request 
unless it is established that it does not have the competence to provide the requested assistance, the 
requested assistance is not proportionate to the supervisory tasks of the competent authority, or the 
request concerns information or entails activities which, if disclosed or carried out, would be contrary 
to the essential interests of the Member State’s national security, public security or defense.  

Before refusing such a request, the competent authority shall consult the other competent authori-
ties concerned and, upon the request of one of the Member States concerned, the Commission and 
ENISA. 

Where appropriate and with common agreement, the competent authorities of various Member 
States may carry out joint supervisory actions over Essential or Important Entities operating in several 
EU member states under the conditions described above. 
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4 NIS 2 Directive Requirements and obligations 

4.1 Introduction 
 

There are two aspects of NIS2 compliance first is for Member States or EU Institution Compliance 
which will not be explored in this document and the second aspect is the one for identified entities 
and sectors. Core of the requirements are defined in NIS2 Art. 20, 21, 23 and 24 with partial reference 
also to Art 25. 

The NIS2 Directive aims to enhance the cybersecurity framework within the European Union, building 
on the foundation set by the original NIS Directive. It introduces comprehensive measures to ensure 
robust governance, risk management, incident reporting, and adherence to EU cybersecurity certifi-
cation schemes. The directive mandates that essential and important entities implement these 
measures to mitigate risks and improve resilience against cyber threats. This visual representation 
highlights the core areas of compliance: Governance (Art 20), Cybersecurity Risk Management 
Measures (Art 21), Reporting Obligations (Art 23), and European Cybersecurity Certification Schemes 
(Art 24). 

 

 

Figure 8 Summary of NIS2 Requirements categories per Article 

 

4.2 Governance (Art. 20) 
 

Article 20 of NIS2 Directive highlights the significance and responsibilities that governing bodies of 
organizations will acquire. It focuses on two points: 

• The management bodies of Essential and Important Entities will be responsible for approv-
ing cybersecurity risk management measures and overseeing their implementation to com-
ply with Article 21 and incident reporting requirements regarding Article 23. 
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• Members of these management teams must attend periodic cybersecurity risk manage-
ment training. Similarly, employees, encouraged or obliged by the governing bodies, should 
also periodically acquire or update the knowledge and skills necessary. This ensures that em-
ployees have the necessary situational awareness and skills to identify potential risks and eval-
uate the effectiveness of cybersecurity practices and their influence on the organisation's ser-
vices. 

 

4.3 Cybersecurity Risk Management Measures (Art. 21) 
 

Administrative fines and penalties under NIS2 Directive refer to Article 21 and 23, which requires Mem-
ber States to ensure that essential and important entities implement appropriate and proportionate 
technical, operational, and organizational measures. These measures aim to mitigate risks of the se-
curity of network and information systems used in their operations or service provision, and to mini-
mize the impact of incidents on service recipients and other services. The proportionality of these 
measures should be assessed based on the state-of-the-art, relevant European and international 
standards, the cost of implementation, the entity's exposure to risks, its size, and the likelihood and 
severity of potential incidents, including their societal and economic impacts. 

The measures should adopt an all-hazards approach (see Recital 79 of NIS2) to protect both network 
and information systems and their physical environments. All-hazards approach – anticipation of cy-
bersecurity risks with real potential to become cybersecurity incidents coming from any direction. 

Figure 9 Understanding All-hazards approach. 

 

 

 

 

 

 

 

 

 

 

 

Source: Eviden’s own elaboration. 

 

Article 20 Governance 

The management bodies of essential and important entities: 

• approve the cybersecurity risk-management measures taken by those entities in order to 
comply with Article 21,  

• oversee its implementation and can be held liable for infringements by the entities of that 
Article. 

• are required to follow training, and shall encourage essential and important entities to of-
fer similar training to their employees on a regular basis,  
 

in order that they gain sufficient knowledge and skills to enable them to identify risks and assess 
cybersecurity risk-management practices and their impact on the services provided by the entity. 

All-hazards approach in NIS2: 

An all-hazards approach is an integrated prepared-
ness approach to cyber related threats, incidents, 
emergencies or crises.  

This approach focuses on capacities and capabili-
ties that are critical to anticipation and prepared-
ness for a full spectrum of cyber risk sources, attack 
vectors coming from any direction, agents, loca-
tions, etc, disasters, including internal emergencies 
and a man-made (deliberate or accidental actions) 
emergency (or both) or natural disasters.  

It includes both virtual, logical and physical envi-
ronments of information systems and networks. 
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Organisation’s cybersecurity & resilience strategy under NIS2 Directive needs to anticipate risks and 
incidents coming from any direction.  This would include cyberattacks, natural disasters: fire, flood, 
strong winds, bad internal actors, negligence and many other potential incident vectors, theft, sabo-
tage, telecommunication or power failures, or entity’s information and information processing facili-
ties, which could compromise the availability, authenticity, integrity or confidentiality of stored, trans-
mitted or processed data or of the services offered by, or accessible via, network and information sys-
tems. The cybersecurity risk-management measures should therefore also address the physical and 
environmental security of network and information systems.      .  

In that regard, essential and important entities should, as part of their cybersecurity risk-management 
measures, also address human resources security and have in place appropriate access control poli-
cies. Those measures should be consistent with Directive (EU) 2022/2557. 

NIS2 Risk Management Measures of Art. 21 are listed on Figure 10. 

Figure 10 NIS2 Risk Management Measures 

 

Source: Eviden’s own elaboration based on art. 21.2. of NIS2 Directive. 

In NIS2 these measures as listed as follows: 
(a) Policies on risk analysis and information system security 
(b) Incident handling 
(c) Business continuity, such as backup management and disaster recovery, and crisis management 
(d) Supply chain security, including security-related aspects concerning the relationships between 
each entity and its direct suppliers or service providers 
(e) Security in network and information systems acquisition, development, and maintenance, includ-
ing vulnerability handling and disclosure 
(f) Policies and procedures to assess the effectiveness of cybersecurity risk-management measures 
(g) Basic cyber hygiene practices and cybersecurity training 
(h) Policies and procedures regarding the use of cryptography and, where appropriate, encryption 
(i) Human resources security, access control policies and asset management 
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(j) The use of multi-factor authentication or continuous authentication solutions, secured voice, video 
and text communications and secured emergency communication systems within the entity, where 
appropriate 
All member states are also tasked with ensuring that entities consider the vulnerabilities specific to 
each direct supplier and service provider, and the overall quality of products and cybersecurity prac-
tices, including secure development procedures. 

4.4 Reporting obligations (Art. 23) 
 

Administrative fines and penalties under NIS2 Directive, apart from Article 21 (Risk Management 
measures) also refer to Article 23 which is discussed in this section. Article 23 mandates that member 
states require organizations to report any significant disruptions to their service provision to the CSIRT 
or, if relevant, the competent authority. Additionally, if there is a significant cyber threat, organizations 
must inform the recipients of their services who might be affected, advising them of any actions or 
remedies they can undertake in response to the threat. Where applicable, organisations may also 
provide information about the threat itself to the recipients. 

Article 23 reporting obligations: entities must notify the Computer Security Incident Response Team 
or applicable authority of:  

• Any incident / disruption that significantly impacts their ability to provide services.  
• Any cross-border impacts of the incident (i.e., access to data by other CSP jurisdiction).  

Article 23 reporting obligations: entities must notify the recipients of their services of:  
• Significant incidents that are likely to adversely affect their ability to provide services.  
• Significant cyber threats and any measures or remedies taken in response. 

 
Key milestones of incident reporting obligations are presented on Figure 11. 
 

Figure 11 Incident Reporting to Competent Authority 

 

Source: Eviden’s own elaboration based on the NIS2 Directive 

According to Motive 102 Where essential or important entities become aware of a significant incident, 
they should be required to submit an early warning without undue delay and in any event within 24 
hours. That early warning should be followed by an incident notification.  

The entities concerned should submit an incident notification without undue delay and in any event 
within 72 hours of becoming aware of the significant incident, with the aim, in particular, of updating 
information submitted through the early warning and indicating an initial assessment of the signifi-
cant incident, including its severity and impact, as well as indicators of compromise, where available. 
A final report should be submitted not later than one month after the incident notification.  
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The early warning should only include the information necessary to make the CSIRT, or where appli-
cable the competent authority, aware of the significant incident and allow the entity concerned to 
seek assistance, if required. Such early warning, where applicable, should indicate whether the signif-
icant incident is suspected of being caused by unlawful or malicious acts, and whether it is likely to 
have a cross-border impact.  

Member States should ensure that the obligation to submit that early warning, or the subsequent 
incident notification, does not divert the notifying entity’s resources from activities related to incident 
handling that should be prioritised, in order to prevent incident reporting obligations from either di-
verting resources from significant incident response handling or otherwise compromising the entity’s 
efforts in that respect.  

In the event of an ongoing incident at the time of the submission of the final report, Member States 
should ensure that entities concerned provide a progress report at that time, and a final report within 
one month of their handling of the significant incident. 

4.5 Use of European cybersecurity certification schemes (Art. 24) 
 

Article 24 of NIS2 outlines the use of European cybersecurity certification schemes to ensure compli-
ance with specific requirements of Article 21. Member states may require essential and important en-
tities to utilize certified ICT products, services, and processes. These certifications must adhere to Eu-
ropean cybersecurity certification schemes established under Article 49 of Regulation (EU) 2019/881 
(i.e. European Cybersecurity Act), whether developed internally by the entities or procured from third 
parties. 

The European Commission has the authority to issue delegated acts, according to Article 38, to specify 
which categories of essential and important entities must use certain certified ICT products, services, 
and processes, or obtain certification under a European scheme as per Article 49 of Regulation (EU) 
2019/881. These acts will be adopted when cybersecurity levels are deemed insufficient and will in-
clude a specified implementation period. The Commission will perform impact assessments and con-
sultations in line with Article 56 of Regulation (EU) 2019/881 before adopting these delegated acts. 

In instances where an appropriate European cybersecurity certification scheme does not exist, the 
Commission may consult with the Cooperation Group and the European Cybersecurity Certification 
Group and request EVIDEN to develop a candidate scheme pursuant to Article 48(2) of Regulation 
(EU) 2019/881. 

 

4.6 Standardisation (Art. 25) 
 

According to art. 25 of convergent implementation of Article 21.1 and 21.2 of NIS2, there is obligation 
for Member States to encourage use of European and international standards and technical specifi-
cations relevant to the security of network and information systems. 

We could expect similarly to NIS1 Directive that ENISA will prepare guidelines regarding the technical 
areas of Art. 21.1/2 as well as regarding already existing standards, including national standards, which 
would allow for those areas to be covered. 

Eviden’s Team of Experts has already identified all relevant ISO, NIST, ISA and other International or 
European Standards, Technical Specifications, ISO Technical Reports or Guidelines applicable to NIS2 
requirements addressed in art. 20, 21 and 23. Therefore there is no need to wait until those standards 
are published, as there are already some countries transposed Directive, and indicating on certain 
standards family. 
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Eviden’s experts mapped numerous standards to NIS2 requirements according to postulate of state-
of-the-art risk management measures (Motive 622 (as obligation for ENISA), Motive 813 and corre-
sponding art 21.14 (as obligation for Essential and Important Entities) which address and cover require-
ments in NIS2 directive. Those mapping were input data for elaboration various compliance gap anal-
ysis checklists or reflect them in the used supporting software solutions or tools. 

Please refer to Section 7 Eviden’s approach to NIS2 compliance journey for further information. 

5 EU Member States Progress in NIS2 Directive Trans-
position 

 

Eviden’s Team is monitoring the progress of into NIS2 Directive transposition into EU member states 
national laws. As of publication date of this whitepaper only 3 countries fully transposed the directive: 
Belgium, Croatia, and Hungary. With progress of transposition this whitepaper will updated. 

Respective status is shown on the Figure 12. 

Figure 12 NIS2 Directive Transposition Status across EU Member States. 

Source: Eviden’s own research. Transposed NIS2 Directive status is subject to change in the next 
months. Please consult Eviden’s experts for current status. Legal acts are as they were publicly avail-
able at the moment of publication of this Whitepaper. 

Selected key information on progress in some of the EU member states is given in the Table 6 De-
tails on NIS2 Directive Transposition in selected Member States (alphabetically)Table 6. 

 
2 Access to correct and timely information about vulnerabilities affecting ICT products and ICT services contributes to an enhanced cybersecurity risk 
management. Sources of publicly available information about vulnerabilities are an important tool for the entities and for the users of their services, but 
also for the competent authorities and the CSIRTs. For that reason, ENISA should establish a European vulnerability database where entities, regardless 
of whether they fall within the scope of this Directive, and their suppliers of network and information systems, as well as the competent authorities and 
the CSIRTs, can disclose and register, on a voluntary basis, publicly known vulnerabilities for the purpose of allowing users to take appropriate mitigating 
measures. The aim of that database is to address the unique challenges posed by risks to Union entities. Furthermore, ENISA should establish an appro-
priate procedure regarding the publication process to give entities the time to take mitigating measures as regards their vulnerabilities and employ 
state-of-the-art cybersecurity risk-management measures as well as machine-readable datasets and corresponding interfaces. To encourage a culture 
of disclosure of vulnerabilities, disclosure should have no detrimental effects on the reporting natural or legal person. 
 
3 In order to avoid imposing a disproportionate financial and administrative burden on essential and important entities, the cybersecurity risk-manage-
ment measures should be proportionate to the risks posed to the network and information system concerned, taking into account the state-of-
the-art of such measures, and, where applicable, relevant European and international standards, as well as the cost for their implementation. 
 
4 Considering the state-of-the-art and, where applicable, relevant European and international standards, as well as the cost of implementation, the 
measures referred to in the first subparagraph shall ensure a level of security of network and information systems appropriate to the risks posed. When 
assessing the proportionality of those measures, due account shall be taken of the degree of the entity’s exposure to risks, the entity’s size, and the 
likelihood of occurrence of incidents and their severity, including their societal and economic impact. 
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Table 6 Details on NIS2 Directive Transposition in selected Member States (alphabetically) 

Member 

State 

Country name of legal act which is trans-

posed NIS2 Directive  

Key country specific information 

Austria 

 

 

Draft published of NIS2 Transposition into 
Austrian law: „Entwurf Bundesgesetz, mit 
dem ein Bundesgesetz zur Gewährleistung 
eines hohen Cybersicherheitsniveaus von 
Netz- und Informationssystemen (Netz- 
und Informationssystemsicherheitsgesetz 
2024 – NISG 2024). With NIS2 transposition 
in Austria Telecommunication Law and 
Health Telematics law will be chagned (das 
„Telekommunikationsgesetz“ from 2021 
„Gesundheitstelematikgesetz“ from 2012) 
 

Art. § 32. (4) refers to Appendix 3 (Anlage 3) with 
extended (more detailed) specified risk man-
agement measures. 

Belgium 

 

 

NIS2 Transposed to Belgian law on 26 
AVRIL 2024. - Loi établissant un cadre pour 
la cybersécurité des réseaux et des sys-
tèmes d'information d'intérêt général pour 
la sécurité publique5  

26-04-2024 Date of adoption. 
Art.30.3.1-10   same as in art. 21.2a)-j) of NIS2 plus 
added 11th measure: Coordinated Vulnerability 
Disclosure Policy 
 
Centre for Cybersecurity Belgium (CCB) devel-
oped Cyber Fundamentals Framework mapped 
to NIST CSF, CIS (SANS TOP 18) Controls, ISO 
27001/2, ISA 62443 and where entities are classi-
fied based on the severity threat level for the in-
dustry with starting level as ‘small’ and 3 assur-
ance levels: basic, important, essential. 

Croatia 

 

NIS2 Transposed to Croatian Law as NN 
14/2024 with date 7.2.2024: Zakon o kiber-
netičkoj sigurnosti Croatia’s Cybersecurity 
Act (CCA) The Cybersecurity Act has been 
published in the Official Gazette of the Re-
public of Croatia and entered into force on 
15 February 2024. 

15-02-2024 Date of adoption. Extension of dead-
line for NIS2 compliance until February 2026. 
Art.30.1 of CCA same as in art. 21.2a)-j) of NIS2 
 
Supervision for essential entities must be per-
formed every 3 to 5 years. 
A cybersecurity audit for essential entities must 
be performed at least once every 2 years. 
Cybersecurity self-assessment for important en-
tities must be performed at least once every 2 
years. 
 

France Draft law published of NIS2 transposition to 
French law. 
 

ANSSI defined 20 objectives to cover risk man-
agement measures of Art.21.2a)-j) of NIS2. 

Germany Draft law published of NIS2 Transposition 
into German law: Entwurf eines Gesetzes 
zur Umsetzung der NIS-2-Richtlinie und zur 
Regelung wesentlicher Grundzüge des 
Informationssicherheitsmanagements in 
der Bundesverwaltung. 
 

Art.30.2 of same as in art. 21.2a)-j) of NIS2 in the 
German Draft Law.  
 
Integration with KRITIS (Critical Infrastructure) 
sectors. 
 

Hungary NIS2 transposed to Hungarian law in 2023. 
évi XXIII. törvény a kiberbiztonsági ta-
núsításról és a kiberbiztonsági felügye-
letről)(Act on Cybersecurity Certification 
and Cybersecurity Supervision) com-
menced on May 23, 2023, after the draft law 
underwent its consultation phase in Febru-
ary. This was followed by additional govern-
ment decrees and a draft outlining the spe-
cific security measures, which underwent 
consultation in February 2024.  

23-05-2023 Date of adoption of NIS2 Transposed 
Law. 
 
§§ 19, 20 are addressing Risk Management 
measures which are slightly different not fully 
mapped to in original NIS2 Directive, lacking 
phrase of “supply chain” (procurement is used 
instead) and multifactor authentication and 
cyber hygiene elements, crisis management. 
 
Public transport: rail and road passenger 
transport, added as new sector. 

 
5 As for Belgium there is also Niderlandish version of NIS2 - (26 APRIL 2024. - Wet tot vaststelling van een kader 
voor de cyberbeveiliging van netwerk- en informatiesystemen van algemeen belang voor de openbare 
veiligheid) 

https://www.parlament.gv.at/dokument/XXVII/ME/326/fnameorig_1621118.html
https://www.parlament.gv.at/dokument/XXVII/ME/326/fnameorig_1621118.html
https://www.parlament.gv.at/dokument/XXVII/ME/326/fnameorig_1621118.html
https://www.parlament.gv.at/dokument/XXVII/ME/326/fnameorig_1621118.html
https://www.parlament.gv.at/dokument/XXVII/ME/326/fnameorig_1621122.html
https://www.parlament.gv.at/dokument/XXVII/ME/326/fnameorig_1621122.html
https://www.parlament.gv.at/dokument/XXVII/ME/326/fnameorig_1621122.html
https://www.ejustice.just.fgov.be/cgi/article.pl?language=de&sum_date=2024-05-27&pd_search=2024-05-17&numac_search=2024202344&page=1&lg_txt=F&caller=list&2024202344=0&view_numac=&text1=NIS2&choix1=und&choix2=und&fr=f&nl=n&du=d&trier=Ausfertigung
https://www.ejustice.just.fgov.be/cgi/article.pl?language=de&sum_date=2024-05-27&pd_search=2024-05-17&numac_search=2024202344&page=1&lg_txt=F&caller=list&2024202344=0&view_numac=&text1=NIS2&choix1=und&choix2=und&fr=f&nl=n&du=d&trier=Ausfertigung
https://www.ejustice.just.fgov.be/cgi/article.pl?language=de&sum_date=2024-05-27&pd_search=2024-05-17&numac_search=2024202344&page=1&lg_txt=F&caller=list&2024202344=0&view_numac=&text1=NIS2&choix1=und&choix2=und&fr=f&nl=n&du=d&trier=Ausfertigung
https://www.ejustice.just.fgov.be/cgi/article.pl?language=de&sum_date=2024-05-27&pd_search=2024-05-17&numac_search=2024202344&page=1&lg_txt=F&caller=list&2024202344=0&view_numac=&text1=NIS2&choix1=und&choix2=und&fr=f&nl=n&du=d&trier=Ausfertigung
https://www.ejustice.just.fgov.be/cgi/article.pl?language=de&sum_date=2024-05-27&pd_search=2024-05-17&numac_search=2024202344&page=1&lg_txt=F&caller=list&2024202344=0&view_numac=&text1=NIS2&choix1=und&choix2=und&fr=f&nl=n&du=d&trier=Ausfertigung
https://narodne-novine.nn.hr/clanci/sluzbeni/2024_02_14_254.html
https://narodne-novine.nn.hr/clanci/sluzbeni/2024_02_14_254.html
https://ag.kritis.info/wp-content/uploads/2024/03/CI1_17002_41_22-86-32-NIS2UmsuCG-2.-RefE-22-12-2023-09-58h.docx
https://ag.kritis.info/wp-content/uploads/2024/03/CI1_17002_41_22-86-32-NIS2UmsuCG-2.-RefE-22-12-2023-09-58h.docx
https://ag.kritis.info/wp-content/uploads/2024/03/CI1_17002_41_22-86-32-NIS2UmsuCG-2.-RefE-22-12-2023-09-58h.docx
https://ag.kritis.info/wp-content/uploads/2024/03/CI1_17002_41_22-86-32-NIS2UmsuCG-2.-RefE-22-12-2023-09-58h.docx
https://ag.kritis.info/wp-content/uploads/2024/03/CI1_17002_41_22-86-32-NIS2UmsuCG-2.-RefE-22-12-2023-09-58h.docx
https://www.ejustice.just.fgov.be/cgi/article.pl?language=nl&sum_date=2024-05-27&text1=NIS2&choix1=und&choix2=und&fr=f&nl=n&du=d&trier=Ausfertigung&lg_txt=n&pd_search=2024-05-17&s_editie=&numac_search=2024202344&caller=list&2024202344=0&view_numac=2024202344fx2024202344dx2024202344n
https://www.ejustice.just.fgov.be/cgi/article.pl?language=nl&sum_date=2024-05-27&text1=NIS2&choix1=und&choix2=und&fr=f&nl=n&du=d&trier=Ausfertigung&lg_txt=n&pd_search=2024-05-17&s_editie=&numac_search=2024202344&caller=list&2024202344=0&view_numac=2024202344fx2024202344dx2024202344n
https://www.ejustice.just.fgov.be/cgi/article.pl?language=nl&sum_date=2024-05-27&text1=NIS2&choix1=und&choix2=und&fr=f&nl=n&du=d&trier=Ausfertigung&lg_txt=n&pd_search=2024-05-17&s_editie=&numac_search=2024202344&caller=list&2024202344=0&view_numac=2024202344fx2024202344dx2024202344n
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Member 

State 

Country name of legal act which is trans-

posed NIS2 Directive  

Key country specific information 

A Hungarian government decree (Govern-
ment Decree 305/2023 (VII. 11.) on the 
amount of cybersecurity fines, detailed 
rules of procedure for the imposition and 
payment of fines). 

Further sections of the NIS2 implementa-
tion will become effective by October 2024. 
For affected entities, there are some dead-
lines in 2024, starting with registration in 
June. 

 

Poland Draft law published of NIS2 Transposition 
into Polish law: Ustawa o Krajowym Sys-
temie Cyberbezpieczeństwa (UKSC) („Act 
for National Cybersecurity System”) - draft 
as of 23-04-2024). 
 

Art. 8, 9, 10 contain risk management measures 
mostly the same of Art.21.2a)-j) of NIS2, however 
some elements are missing like crisis manage-
ment, back-up in comparison to original di-
rective. Also “thematic policies” apart from poli-
cies on risk analysis and information security are 
added. 
 
In draft transposing NIS2 into Polish law, there 
are more essential entities sectors than in origi-
nal NIS2 Directive: Manufacturing, Chemicals, 
Food (they were moved from other critical sec-
tors (Annex II) to Annex I, and consequently 
from IE to EE Group. 
 
In draft law of NIS2 Directive ISO/IEC 27001, 
ISO/IEC 22301 certification is proposed to be suf-
ficient measures to address NIS2 compliance. 
 

Source: Eviden’s own research 

6 NIS2 compliance challenges for the enterprises 
 

Entrepreneurs who are obliged to implement relevant requirements indicated by NIS2 Directive must 
face several challenges, therefore they should rethink their current cybersecurity & business resilience 
strategy, investments financing it to assure its execution with sufficient resources. Adoption of risk 
management measures will require joint & close cooperation between subject matter experts in the 
field of cybersecurity, resilience, business and legal. Overview of exemplary challenges for organisa-
tions are highlighted on Figure 13. 

Figure 13 NIS2 Requirements Implementation challenges and business impacts 

Source: Eviden’s own elaboration 
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Multidisciplinary Eviden Team is collecting above challenges as voice of the customer program to 
consolidate knowledge sharing and increase awareness within international teams worldwide for op-
timal serving the clients. 

One of the most important activities related to NIS2 compliance is proper and adequate understand-
ing of risk management measures as defined in Art. 21 and role of various supporting frameworks or 
standards.  

We would like to draw your attention to the fact that various compliance schemes might be creating 
an impression by leading to controls being “compliant” (existing) instead of being ‘effective,’ i.e., work-
ing according to defined objectives for the specific control / safeguard. Such compliance activities will 
not increase cyber security posture or resilience of organisations in scope of NIS2. 

In ‘ENISA NIS Investments’ report 2021 reference was made to Gartner’s latest Emerging Risks Monitor 
Report that information security controls failure was listed as one the top emerging risk, after COVID-
19 at that time. This observation is support by survey results shown on Figure 14.  
 

Figure 14 Failure of cybersecurity investments due to main focus on control’s existence  

 

Source: Garner Emerging Risk Report in ENISA NIS Investments report https://www.enisa.eu-
ropa.eu/publications/nis-investments-2021/@@download/fullReport 
 
To assess the maturity of an organisation, existence of cybersecurity framework (CSF) controls or tool-
ing does not necessarily imply a high level of cybersecurity maturity, their performance and effective-
ness are more appropriate measures. 
 
Similarly, focusing on products, solutions coverage, or managed security service instead of how those 
products contribute to increase controls effectiveness and performance is critical in generation over-
spending or overinvestment without increasing cybersecurity posture and security level resulting 
from efficient controls people, organizational, technical, or legislative. 
 
To avoid not adequate investments in NIS2 compliance measures, controls, systems, platforms, pro-
cesses during investment decision process special care should be put detailed justification of infor-
mation on how new investment justifies limitations or lack of current controls performance & effec-
tiveness gap vs new investments value added to controls effectiveness and performance. With this in 
mind investments will be proper allocation of funds not only for compliance but for real improve-
ments of organisation’s resilience. 
 
Additional aspect of overspending or overinvesting and not achieving increase of cybersecurity level 
is commonly identified problem of relevant measurement of cyber risks, cybersecurity activities and 

https://www.enisa.europa.eu/publications/nis-investments-2021/@@download/fullReport
https://www.enisa.europa.eu/publications/nis-investments-2021/@@download/fullReport
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trade-off against acceptable business risk, trade-off between spending and achieved value in protec-
tion. 
 
Eviden Team has competences to assist organisations in this process to assure that NIS2 investments 
are adequately addressed.  
 

6.1 NIS2 measures and cyber threat landscape – is this all real? 
 

Apart from the aspects of proper investments in compliance some doubts might arise especially in 
new organisations in NIS2 scope or even in current ones under NIS1 on why more stricter and de-
manding requirements were imposed on them by NIS2. Natural question arises here whether there 
are the threats real, or is the impact of cybersecurity attack can be that big on current societies, states, 
or EU economy? 

The answer is yes but it may have more or less different meaning dependent on sector, location and 
specific company profile of process or services and range of markets, specific organisations operate 
in. Therefore, in this place we highlight from the recent research, impacts of cyber-attacks on business 
per each industry defined in NIS2 Directive.  

Of course, one must remember that country transposition of the NIS2 may result in additions of sec-
tors or transfer several sectors from other critical (mainly for important entities) to be moved in critical 
sector and becoming essential entity (such situation applies to Polish draft of NIS2 transposition 
where food, manufacturing, and chemical are assigned to critical sectors).   

In the Table 7 and Table 8 we consolidated key information cyber threats and its impact for the sec-
tors in scope of NIS2 and respective NIS2 risk management measures to endorse implementation 
and prioritisation of NIS2 art 21 in relation to key impacts of cyber threats per industry with our rec-
ommendations to be careful and diligent regarding adequate investments in controls, products and 
services. 

Table 7 Overview of research on real cybersecurity threats in critical sectors of Essential Entities 

Specific NIS2 Critical Sectors impacts  
(Essential Entities) 

Industry specific threats or dis-
ruptions (pains) 

Applicable NIS2 Risk management key 
measures & actions 

Energy 
 
Physical damage of pipelines, grids. 
Power black-out 

Sabotage (physical damage) 
Attacks on ICS/SCADA systems 
Ransomware attacks 
Supply chain attacks 
Insider threats 
Phishing campaigns  
 

IS & Network Lifecycle Security,  
in particular OT Security 
OT incident management 
Business Continuity 
Supply Chain 
Physical security (in connection with CER 
Directive) 
Human resources, employees back-
ground checks 

Banking 
 
Interruption in customers funds availabil-
ity, 
Theft of money 

Phishing and social engineering 
Advanced Persistent Threats 
(APTs) 
Ransomware attacks 
Data breaches 
DDoS attacks 

Cyber awareness both clients and em-
ployees 
Business Continuity 
Supply Chain 
Encryption 
Digital Operational Resilience Testing 
(see DORA Regulation) 

Financial Market  
Infrastructure 
 
Stock Exchange quotations suspension, 
Lack of funds settlements 

Cyberattacks on trading platforms 
Data integrity attacks 
Third-party service provider vulner-
abilities 
Insider threats and fraud 
DDoS attacks 

Business Continuity 
Supply Chain (Third Party Risk Manage-
ment in DORA Regulation) 
Digital Operational Resilience Testing 
(see DORA Regulation) 
Encryption 
Incident Management 

Transport 
 
Taking over of control of connected vehi-
cles leading to road, water, air accidents 
Physical theft of vehicles with transported 
goods 
Stopping of transport booking systems 
(e.g. airlines and railways) 
disrupt their access to emergency and pas-
senger systems services, and expose highly 

Sabotage (hacking communica-
tion systems, physical damage of 
railway tracks) 
Cyberattacks on navigation sys-
tems 
Ransomware attacks 
Data breaches 
Attacks on connected vehicles to 
enable physical theft or data trans-
fer 
GPS spoofing and jamming 

Business continuity in the aspect of 
physical security of office, data centre, 
factory perimeter. 
IS & Network Lifecycle Security,  
in particular OT Security Products Lifecy-
cle security, Connected vehicle security. 
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Specific NIS2 Critical Sectors impacts  
(Essential Entities) 

Industry specific threats or dis-
ruptions (pains) 

Applicable NIS2 Risk management key 
measures & actions 

sensitive data causing mass chaos, and in-
juries or loss of life 
Drinking Water 
 
-Water poisoning putting 
people life at risk 
- interruptions to water distribution, treat-
ment or storage 
- damage to pumps and valves, water tank 
overflow 
- alteration of chemical levels to hazardous 
amounts 
- switch to manual control 
- theft of customer’s personal or billing 
data 
- cascading domino impact on sectors 
where continuous water is indispensable 
(hydroelectric facilities) 
the malfunction of passenger information 
screens, 
the disruption of applications used by rail-
way staff through tablets, 
the suspension of all rail freight thus im-
pacting shipments. 

Cyber-physical attacks 
Ransomware attacks 
Data breaches 
Insider threats 
Phishing attacks 

Business continuity in the aspect of 
physical security of office, data centre, 
factory perimeter. 
Human resources, employees back-
ground checks  
Business Continuity 
IS & Network Lifecycle Security 

Health 
 
800 medical operations of patients re-
scheduled due to ransomware in hospitals 
Blood test delayed 
Patients’ health data, insurance numbers 
leakage 
 

1st in the US 
Ransomware attacks on 
healthcare providers 
Data breaches 
Phishing attacks 
Attacks on medical devices 
Supply chain vulnerabilities 

Personal Health Information 
IS & Network Lifecycle Security: 
IoT/OT Devices Security 
Human resources, employees back-
ground checks  
Business Continuity & Supply Chain  
Security 
Crisis Management 

Digital  
Infrastructure 

Cyberattacks on cloud services 
Data breaches 
DDoS attacks 
Supply chain attacks 
Insider threats 

IS & Network Lifecycle Security 
Supply Chain, Cloud Security 
Human resources, employees back-
ground checks  
Business Continuity & Supply Chain  
Security 
Crisis Management 

Public  
Administration 
 
Public services paralysed not available 
identity, municipal funds not received,  
health insurance payments, etc. 
Influencing elections,  
Disinformation of official government 
communication 
 

Espionage and cyberattacks 
Ransomware attacks 
Phishing campaigns 
Data breaches 
DDoS attacks on public sector 
websites 

IS & Network Lifecycle Security 
Supply Chain, Cloud Security 
Human resources, employees back-
ground checks  
Business Continuity & Supply Chain  
Security 
Crisis Management 
MFA and Secured Voice and Video Com-
munication 

Sources: Consolidated key information from cybersecurity landscape reports. Sources in Section 12. 

Table 8 Overview of research on real cybersecurity threats in sectors of Important Entities 

Specific NIS2 Other critical sectors 
impacts (Important Entities) 

Industry specific threats or dis-
ruptions (pains) 

Applicable NIS2 Risk management key 
measures & actions 

Manufacturing 
 
Disclosure, tampering with, destruc-
tion or deletion of information in the 
manufactured products 
 
Stopping assembly line 
 

Espionage and cyberattacks 
Ransomware attacks 
Phishing campaigns 
Supply chain attacks 

& Network Lifecycle Security 
Supply Chain, Cloud Security 
Human resources, employees back-
ground checks  
Cyber awareness and cybersecurity pos-
ture of suppliers 

Waste Water 
 
Poisoning of environment due to 
overflow of wastewater 
People health, safety or life impact on 
the impacted areas 
 

Cyber-physical attacks 
Ransomware attacks 
Data breaches 
Insider threats 
Phishing attacks 
 

IS & Network Lifecycle Security 
Supply Chain, Cloud Security 
Human resources, employees back-
ground checks  
Business Continuity & Supply Chain  
Security 
Crisis Management 

Space 
 

Cyberattacks on satellite control 
systems 
Data breaches involving mission 
data 

IS & Network Lifecycle Security 
Supply Chain, Cloud Security 
Human resources, employees back-
ground checks  
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Specific NIS2 Other critical sectors 
impacts (Important Entities) 

Industry specific threats or dis-
ruptions (pains) 

Applicable NIS2 Risk management key 
measures & actions 

Taking over control over satellites 
causing changing its direction lead-
ing to incidents or injuries or mal-
function of satellite dependent infra-
structure or industries 
Overheating of satellite leading to ki-
netic boom and physical damage 
 
GPS services, time stamp degrada-
tion 
 
Most invasive economic effect will re-
sult from the sudden unavailability of 
timestamps. Indeed, precise timing 
and time synchronisation, and fre-
quency coordination (syntonisation) 
is used most notably in broadcasting 
and communications, including both 
cell phones and traditional telephone 
applications and the internet, so 
packets arrive at the same time in fi-
nancial services for timestamping 
transactions. 

Jamming and spoofing attacks 
Insider threats 
Supply chain attacks compromis-
ing space components 
 
Absence of navigation tools will be 
invasive in several sectors, such as: 
- In aviation, for monitoring posi-
tions of aircraft and satellite-based 
augmentation systems 
- Railroad train pacing systems for 
cruise control, positive train control 
to keep track of train location and 
movement authorities 
 
- In marine transportation, for navi-
gation, collision avoidance, com-
munications, and situational 
awareness 
 
- In vehicles, with handheld and 
embedded devices for navigation 
and fleet management. 

Business Continuity & Supply Chain  
Security 
Crisis Management 
MFA and Secured Voice and Video Com-
munication 

Postal and Courier Services 
 
Paralysis of country ability to send let-
ters and packages anywhere or 
abroad dependent on scope of the 
attack, impacting small exporters. 
 
Overtime cost for couriers and post-
masters due to manual parcels, or of-
ficial letters handling. 
 
Impact on court proceedings using 
still formal letters to notify about the 
date of trial, postponing the trials. 
 
Impact on insurers of parcels. 
 

Ransomware attacks 
Data breaches 
Supply chain attacks 
Phishing attacks 

Incident management, reporting even 
minor intrusions, as they could be the 
start of reconnaissance for something 
much bigger. 
 
Supply chain, security 
ICT Lifecycle security (DevSecOps) 
 

Food production, processing, distri-
bution 
 
Outage of connected systems for 
everything from tractor autosteer sys-
tems to crop moisture testing to au-
tomated distribution warehouses.  
 
Stoppage or slowdown during har-
vest season, for example, can rever-
berate throughout the entire industry 
as food processing plants and distri-
bution networks feel the effects of 
events that may have happened 
weeks or months earlier. 
 
Food stock shortage. 
 
Malware could infect control systems, 
leading to the compromise of critical 
infrastructure such as irrigation sys-
tems or food processing plants. 
 
Compromised food safety. Attackers 
can tamper with or manipulate data 
related to food quality, contamination 
testing, or traceability, leading to the 
distribution of unsafe or adulterated 
food products. This can pose signifi-
cant risks to public health, result in 
product recalls, and damage the 

Ransomware 
Data breaches 
Supply Chain, 
Social engineering and phishing 

IS & Network Lifecycle Security, OT secu-
rity 
 
Supply Chain, Cloud Security 
 
Human resources, employees back-
ground checks  
 
Business Continuity & Supply Chain  
Security 
 
Crisis Management 
 
Cybersecurity awareness training 
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Specific NIS2 Other critical sectors 
impacts (Important Entities) 

Industry specific threats or dis-
ruptions (pains) 

Applicable NIS2 Risk management key 
measures & actions 

reputation of food producers and 
suppliers. 
Disruption of the supply chain of the 
sector. Attacks targeting suppliers, 
distributors, or logistics providers can 
lead to delays in product delivery, 
shortages, or the introduction of 
counterfeit food products. 
Digital providers 
(search engines, marketplaces, social 
media platforms) 
 

Search engine hijacking (changing 
user internet browser settings 
without user permission or aware-
ness injecting false ads, pages links 
etc.) 
 
Advertisement links to malware, 
Search engine plug-in malware 
Social media fake accounts (seller, 
buyer) creation to fraud or spam, 
malware distribution or attack 
 

ICT Lifecycle security 
Cybersecurity awareness training 
Incident management 
Supply Chain attacks 

Manufacturing, production, distri-
bution of chemicals 
 
Interruption in production 
Theft of recipes for fertilisers, 
Theft of materials, intermediate prod-
ucts, 

Industrial cyberespionage 
Insider risks 
Social engineering & phishing 
Ransomware 
Data breaches 
OT/ICS cyber attacks 
 

ICT Lifecycle security, OT security 
Encryption 
 
Physical Security 
 
 

Research 
Selling data to competitors 
 
Theft of various intellectual property: 
recipes, patents, medical treatments 
leading to disruption or decrease of 
competitive advantage 
 
Physical theft inside or outside of the 
office R&D buildings of portable de-
vices, paper documentation USB, SD 
cards, etc. where critical IP infor-
mation is saved. 
Physical attacks theft related to R&D 
personnel. 
 

Cyberespionage 
 
Selling data to competitors 
 
Physical theft, sabotage 
 
Social engineering & phishing 
 
 

ICT Lifecycle security 
Encryption 
Physical security 
Human resources security, background 
checks 
Cybersecurity Awareness 

Sources: Consolidated key information from cybersecurity landscape reports. Sources in Section 12. 
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7 Eviden’s approach to NIS2 compliance journey 
 

In preparation for the NIS 2 Directive, organisations across various sectors are encouraged to under-
take cybersecurity maturity assessments, risk assessments and compliance gap analyses to align with 
the new requirements. Then they intend to correct or adjust the documentation to be compliant and 
structured to easily find respective requirements being addressed in front of auditors. In addition, this 
proactive approach includes identifying and mitigating risks, implementing cybersecurity best prac-
tices, and ensuring effective incident response and recovery capabilities. 

7.1 Holistic journey to join at any maturity or implementation 
stage 

 

Eviden Team has developed holistic NIS2 Compliance Programme mapped to the newest NIST Cy-
bersecurity Framework 2.0 functions: Govern, Identify, Protect, Detect, Respond, Recover grouped by 
independent NIS2 Domains.  

After thorough analysis of NIS2 requirements, however, we rearranged them indicating on not inte-
grated incident and crisis management or overlapping / repeating of several aspects (cyber hygiene 
with cyber awareness and zero trust repeating IS & network lifecycle security) within the list of NIS2 
requirements called “risk management measures” addressed by Art. 21.2 a-j just to illustrate some of 
them.  

As a result of this grouping big domains emerged: GRC (grouped all NIS2 policies for: risk analysis, 
information security, cryptography, network & IS, access control), Incident & Crisis Management, Busi-
ness Continuity, Supply Chain, ICT/OT Lifecycle security, People Cyber awareness and Background 
Checks, Asset Management, IAM, Secure Digital Workplace (under which Multifactor Authentication, 
Access control mechanisms, secure voice, emergency communication is contained). 

Adding iterativity, monitoring, review, audit, resilience testing activity as part of integral element of 
the approach we integrate assurance into our approach.   

Simultaneously, we mapped also typical programme management activities like proper scoping and 
program planning, from gap identification (GRC maturity, compliance gap or risk assessment), where 
key role plays here Eviden’s cybersecurity consulting service through meaningful recommendations, 
action plan, improvement planning and finally “closing the gap” activities – ending with execution of 
implementation plan by deploying products, managed security services to execute NIS2 on technical 
solutions compliance level or improving organisation’s documentation in a way that it is their con-
tents, structure is aligned with NIS2 requirements and easily recognised as ‘compliant documenta-
tion’ by any regulatory auditor or supervisor. 
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Eviden’s overall approach to NIS2 Compliance is depicted in Figure 15. 

Figure 15 Eviden’s NIS2 Compliance Programme 

 

Source: Eviden’s own elaboration. All rights reserved. 

 

Figure 16 Eviden NIS2 domains grouping 

 

Source: Eviden’s own elaboration. 

7.2 Complete NIS2 mapping to multiple industry or MS standards 
 

Eviden’s Team is formulating the thesis that EU regulations can be mapped to multiple cybersecurity 
or cyber resilience best practices as they are already covering the whole scope of NIS2 requirements 
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by various ISO, ISA, NIST, ITU-T, ENISA and other standards developed by renowned institutions, asso-
ciations, or other organizations.  

Also, in some of the industries it is possible to map specific standard which are currently used by or-
ganisations to be recognised as addressing certain extent of NIS2 requirements coverage. This could 
include specific ISMS (Information Security Management Systems) for industries like ISO/IEC 27019 for 
energy, or TISAX for automotive industry or even country specific ISMS like the one in Germany BSI 
requirements.  

With each engagement Eviden’s Team brings to our customers overview of existing standards pack-
age and share how to optimally address various best practices to respond to NIS2 requirements with 
EU regulatory “proportionality principle”. 

Despite variety of available standard there existing key standards determining management of cy-
bersecurity domain in each organisation, which can be described as ISMS – Information Security Man-
agement System with ISO/IEC 27001:2022 standard or as CSF – Cybersecurity Framework with NIST 
CSF 2.0 version. These standards are point of start for addressing NIS2 requirements in the domain of 
information security or its subdomain – cybersecurity. However, NIS2 requirements are going beyond 
information security itself as also cyber resilience aspect is addressed. Therefore, such standards as 
ISO/IEC 22301 addressing BCMS - Business Continuity Management System or ISO/IEC 28000 are ref-
erenced to address supply chain security.  

With abundance of best practices, it is easily to lose integrated picture of NIS2 requirements which 
needs to be managed to satisfy NIS2 compliance. Eviden’s Team on continuous basis is monitoring 
progress in best practices addressing scope of EU-wide and worldwide cybersecurity or information 
security regulations. We analyse dependencies between them to create integrated, holistic frame-
works of requirements to make sure Eviden’s customers have the most up-to-date advice regarding 
how to utilise best thought leadership and experience to reasonably practicable, efficiently, and pro-
portionally answer to NIS2 compliance challenges.  

For which if the domain standards we have already prepared more detailed references to 100+ specific 
standards which might be appliable whether for the specific industry, subsector of NIS2, region or 
country, anticipating the need of compliance also non-EU originated organisation performing busi-
ness activities on EU (for example for UK, Eviden Team may address mapping between UK Cyberse-
curity Assurance Framework, ISO 27001, ISO 22301 with NIS2 requirements. High level summary of 
main families of standards are highlighted on Figure 17. Please contact Eviden Team for in case of 
need for specific engagement. 

Figure 17 Eviden’s NIS2 approach contains mapping to all NIS2 relevant industry standards 

 
Source: Eviden’s own elaboration. 
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7.3 Key cybersecurity consulting offerings 

7.3.1 Compliance gap quick scan  
 

Eviden’s quick scan high-level compliance gap assessment focuses on the identification of the gap 
with remarks, (excluded analysis of impact of compliance and related business and audit material 
issue risk to the identified compliance gaps, and risk mitigations – all of exclusions are part of offer 
#4). This service addressed to organisation who aim to quick NIS2 gaps diagnosis without entering 
risk impacts and details, which seek for compliance checklist and action plan rather than addressing 
also risk scenarios related to identified compliance gaps. Quick scan is also perfect service for smaller 
organisations which do not have internal competencies to perform analysis or want to gradually en-
gage in compliance journey. 

Quick scan is conducted in the following steps as shown on the diagram below. Based on agreed 
checklist form, compliance gap assessment is performed using Eviden’s evidence-based approach 
(see Section 407.3.4). 

Diagram 1 Compliance Gap Quick Scan 

 

Source: Eviden’s own elaboration. All rights reserved. 

7.3.2 Comprehensive risk-based compliance assessment (deep-dive) 
 
In case organisations are using enterprise-wide risk management system (ERM COSO or ISO 31000, 
etc.) or performing already risk assessment or risk treatment based on requirements of certified ISO 
management systems standards or which (organisations) decided to use risk-based compliance as-
sessment service as complementary deep-dive risk analysis of compliance with NIS2 Directive then 
this Eviden’s deep dive advisory service is perfect fit for them as results of this assessment are com-
municated by risk level.  Moreover, this service addresses prioritisation of identified gap based on risk 
they pose to the organisation’s cyber resilience related risks. Optionally this deep dive assessment 
includes risk trade-off compliance assurance cost vs business and regulatory risk by connecting the 
dots between them. 

Risk-based compliance assessment is for organization in scope of NIS2 which have internal certain 
competences on risk assessment and available employees to cooperate with Eviden consultant, or 
which have defined internal processes of enterprise risk management or similar ones. 
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Note: Risk-based compliance gap assessment can be complete (holistic) for all or per specific NIS-2 
security countermeasures (art. 21.2.a to j) or combined in groups as mutually agreed with clients). Each 
group of NIS2 requirements are domains with broad subject matter scope, therefore some organisa-
tions may perceive or focus on the NIS2 aspect which they perceive as highest risk or most critical for 
their business mission. Also, such organisation may want to have independent view on specific do-
main to challenge current perception of it their organisation.  

Risk-based compliance assessment is composed of the following phases: 

1. NIS2 scope applicability check 

In this phase, the regulations applicable to specific services are discussed with organisation’s 
head legal or compliance unit in detail to determine to which entity class NIS2: essential or 
important entity - will potentially be assigned. We are assisting, if necessary, in consultations 
of organisation’s specific question, cases with the specific EU member state regulator.  

Deliverable: This results in the confirmation and assignment of analysed organisation to es-
sential or important entity class and territoriality and jurisdiction applicability, especially in the 
situations where analysed company conducts its business activities in more than one EU 
Member State. It also may include (dependent on agreement) interfaces with related EU Reg-
ulations like DORA or CER as it could happen that bigger capital groups may fall, apart from 
NIS2 requirements into DORA requirements as Third-Party Service Provider (i.e., big telecom-
munication or energy sector group which serves its business-to-business services to financial 
institutions. 

Diagram 2 Risk-based compliance assessment 

 

Source: Eviden’s own elaboration. All rights reserved. 

2. NIS2 internal stakeholder’s expectations, concerns, challenges, priorities, end-result 
 

a. NIS2 compliance gap assessment is not only CISO job, therefore at least the following 
stakeholders should be consulted on their priorities, expectations, etc.: 

i. Executive Board (C-Level is mentioned in NIS2 as “management bodies” indi-
vidually responsible for NIS2 compliance of the organisation they manage). 

ii. CISO/CIO/BCM/Crisis Management/COO Stakeholders – responsible directly 
for cybersecurity and operational resilience controls, planning & execution. 

iii. Head of Compliance and/or Legal Department. 
iv. Key suppliers (subcontractors) if their impact affects the continuity or resili-

ence of services performed for organisation’s retail, wholesale / B2B clients. 
v. Any other internal or external stakeholder which should be considered to con-

sult in specific situations. This is usually clarified at the beginning of the en-
gagement during kick-off and stakeholder’s workshops) 
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b. Optionally (if relevant) NIS2 Awareness Training could be conducted to all key internal 
stakeholders, who influence or affect NIS2 compliance activities and accountability to 
the Regulator, and regulatory sanctions. 
 
Deliverable: All the expectations, end-results to be achieved, requirements, con-
cerns, priorities, challenges are documented and recorded for next phases. 

 
3. Gap checklist adoption or elaboration, execution of compliance gap assessment. 

 
This is the phase where compliance gap checklists and high-level risk / impact scenarios are 
defined based on the deliverable(s) obtained from the previous phase – i.e. documented 
stakeholders needs, expectations, requirements, priorities, result, etc. In specific situation po-
tential customer could address that in some of the domains more specific or granular check-
list will be elaborated or adopted based on customer input on cyber risks (if such report exists).  
 
Next, also it is agreed if compliance gap checklist would refer to controls / safeguards from 
ISO, ISA, NIST standards or for example to deliverables required. This granularity level for 
checklist may differ from organisation to organisation as the one may already operate within 
ISO certified management system like ISMS (ISO 27001 information security), BCMS (ISO 22301 
business continuity), IT SMS (ISO 20000 IT Service Management) or SC SMS (ISO 28000 – Sup-
ply Chain Security Management System) or the other ones. 

At this stage checklist is also adopted to stakeholder’s objectives expressed in the previous 
phase. Specific scope of checklist and NIS gaps identification may refer to preparation of rec-
ommendations on how to close potentially discovered gaps to demonstrate compliance sta-
tus quo in front of B2B Client including evidence collection & review process which first must 
be implement internally and then such process should deliver respective summary for ana-
lysed organisation’s clients.  

Finally based on agreed checklist form, compliance gap assessment is performed using Evi-
den’s evidence-based approach (see Section 407.3.4). 

Deliverables:  

- Compliance gap assessment checklist elaborated including organisation internal and ex-
ternal context. 

- Compliance gap assessment execution 

4. Performing Risk-based compliance assessment 
 

Based on compliance gap assessment performed in the previous phase, formally agreed list 
of risk scenarios (as agreed in the bidding phase) is to be assigned to given identified com-
pliance gaps and referring organisation risk acceptance level, tolerances, limits with refer-
ence to NIS2 article or group of articles (if justified in terms of synergy).  

Deliverables: assessment of risks related to identified NIS2 compliance and mapping them 
to organisations acceptable risk level, tolerances, or limits. 

 
5. Recommendations – identification of missing controls, improvement actions to achieve 

NIS2 compliance status and supporting evidence. 
 
At this stage meaningful, executable recommendations are drawn up on how to close identi-
fied potential compliance gaps and what risk treatment activities related to risk assigned to 
specific gap should implemented. At that stage, the client is consulted on their adequacy, 
proportionality rule, relevancy and priority and justification for their implementation. This ser-
vice does not include closing the gap or risk treatment activities implementation as it is part 
& scope of separate Eviden’s consulting service. 
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Deliverable: recommendations on optimal way to close NIS2 compliance gap and related risk 
treatment plan addressing compliance or business risk scenarios. 
 

6. Presentation of NIS2 Risk-based Compliance Gap Assessment Report 

At this stage final NIS2 risk & compliance report is drawn up and consulted (up to number of 
agreed interactions - sent for approval, review, correction, or adaptation and then given for 
final approval). Presentation of the identified results of the report and possible next steps. 
Project ends. 

Deliverable: NIS2 Risk Scenarios & Compliance Gap Assessment Report 

Based on the above high-level risk-based compliance assessment service description the difference 
between quick scan and risk-based assessment are as shown in Figure 18.  

Figure 18 Differences between NIS2 2risk-based compliance assessments and quick scans. 

 

Source: Eviden’s own elaboration. All rights reserved. 

7.3.3 Other cybersecurity NIS2 priority service packages 
 

Below there are characterised key Eviden’s services packages and how they can support NIS2 imple-
mentation roadmap. Services with number #1 to #4 are called quick diagnosis consulting services and 
services with number #5 to #7 are called closing the gap consulting services. Services #8 and #9 are 
Program or project management services related to implementation of compliance program or ded-
icated to implementation of specific managed security services available in Eviden’s portfolio de-
scribed in Section 7.4 

Figure 19 Eviden’s NIS2 Compliance Implementation Roadmap 

 

Source: Eviden’s own elaboration. 

Figure 1 Differences between NIS2 2risk-based compliance assessments and quick scans. 

Phase not included in quick scan In Quick Scan 
Stakeholder 

engagement 
limited to  

NIS2 applica-
bility check 
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Table 9 Specific NIS2 Consulting Service packages and program management 

No. NIS2 Service Packages 
(SP) 

Description High-Level Duration 

#1 Cybersecurity Maturity 
Level (COBIT, C2M2, NIST 
CSF, etc.) 

Assessment aiming at de-
termination as is level 

2-4 weeks dependent 
on customer maturity 
level and organization 
size, and other specific 
parameters 

#2 EU-Regulations Compli-
ance Scoping Workshop  

(especially for bigger 
companies with many in-
ternational locations) 

Checking applicability scope 
for specific regulations or 
combined regulatory re-
quirements like DORA-CER 
or NIS-2 CER, or any other 
overlap with industry spe-
cific regulations, etc. 

1-2 weeks dependent 
on customer maturity 
level and organization 
size, and other specific 
parameters 

#3 EU-Regulations Quick 
Compliance Scan Gap 

Quick high-level compliance 
gap assessment (identifica-
tion of the gap with re-
marks, (excluded analysis of 
impact of compliance and 
related business and audit 
material issue risk to the 
identified compliance gaps, 
and risk mitigations – all of 
exclusions are part of offer 
#4) 

1-2 weeks dependent 
on customer maturity 
level and organization 
size, and other specific 
parameters 

#4 EU-Regulations Risk 
Based Compliance Gap 
Assessment with mean-
ingful recommendations 
and action plan. 

Deep dive compliance gap 
assessment with risk trade-
off compliance assurance 
cost vs business and regula-
tory risk 

Note: Compliance gap as-
sessment can be complete 
(holistic) or per specific NIS-
2 security countermeasures 
(art. 21.2.a to j) or DORA Pillar 
1 to 5 or combined in groups 
as mutually agreed with cli-
ents) 

7-12 weeks dependent 
on customer maturity 
level and organization 
size, and other specific 
parameters (like num-
ber of locations) 

#5 Organizational compli-
ance gap improvement / 
transformation plan – 
elaboration of detailed 
plan 

Closing Compliance gap 
through governance, poli-
cies, procedures, evidence 
collection and documenta-
tion adjustment, 

4-6 weeks dependent 
on customer data avail-
ability and quality of 
data. 
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No. NIS2 Service Packages 
(SP) 

Description High-Level Duration 

improvement, etc. (this ser-
vice delivers high quality 
content procedures, policies 
but excludes approval pro-
cess according to customer 
internal procedures which is 
supposed to be done by 
customer) 

#6 Compliance budget, 
business case assistance, 
management buy-in 

Elaboration of business case 
for specific regulatory gap or 
gaps combined into one 
business case 

2-4+ weeks dependent 
on customer data avail-
ability and quality of 
data and number of 
business cases defined 
in scope 

#7 RFI/RFP Assistance for 
Selection of Solutions, 
Managed Services for 
closing the compliance 
gap 

Elaboration of specific 
RFI/RFP addressing specific 
compliance gap or com-
bined gaps into one RFI/RFP 
(this service includes subject 
matter input to RFP, exclud-
ing formatting, commercial 
information gathering, etc.) 

1-4 weeks dependent 
on the size of RFI/RFP 

#8 Technical, architectural 
compliance gap im-
provement / transfor-
mation plan or onboard-
ing of managed services 
(see separate slide) 

Elaboration of architectural 
changes, infrastructure, 
cloud migration for specific 
regulatory gap or gaps com-
bined into one business 
case 

4-12+ weeks dependent 
on customer data avail-
ability and quality of 
data and number of 
specific architectural 
designs necessary 

#9 Execution of compliance 
program or implementa-
tion project or coordina-
tion of non-project activi-
ties. 

Execution, Management of 
specific Regulatory Compli-
ance Program of project. 

Dependent on project 
schedule. 

Source: Eviden’s own elaboration. 

 

 

7.3.4 Evidence-based NIS2 Compliance Assessment 
 

All Eviden’s Consulting services are performed with evidence-based approach aligned with ISO/IEC 
27037:2012 Standard: ‘Information technology — Security techniques — Guidelines for identification, 
collection, acquisition, and preservation of digital evidence.’ Review phase is added by Eviden team to 
follow the process of advisory services here.  

Why Eviden’s Team endorses evidence-based assessment? In particular to demonstrate both com-
pliance whether ex ante or ex post regulatory audit or during reporting obligations under art. 23 of 
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NIS2 we are of the opinion that without proper ownership and establishment of evidence collection 
and review process, procedure organisations in scope of NIS2 will not be able to justify actions taken, 
or prove that prevention measures were adequate, proportional and up to date to state-of-the-art. 

Diagram 3 Evidence collection process for NIS2 Compliance Assessment Services 

 

 

 

 

 

 

 

 

 

 

Source: Eviden’s own elaboration. Definitions come from ISO 27037:2012 standard. 

In specific applications this evidence-based assessment process may differ from customer to cus-
tomer being in scope of NIS2. Evident Team will use proportionality rule to address organisation size, 
broadness, and complexity of ICT environments of the specific entities, whether essential or im-
portant.  

7.4 Eviden’s NIS2 Cybersecurity services and products portfolio  
 

Table 10 Closing NIS2 Compliance Gap with Eviden’s Cybersecurity Services or Products 

NIS-2 Article 21.2 Eviden’s Cyber Security Services (CyS) 
with Partner’s products supporting the 
service 

Eviden’s / Partners’ 
Cybersecurity Products 

(a) Policies on risk analysis 
and information system 
security 

GRC Consulting, Risk Assessment, Secu-
rity Compliance  
CYS Cyber Security Integration 

Eviden Partners’ Products 

(b) Incident handling.  Cybersecurity Consulting: DFIR, GRC 
CYS DFIR Managed Services, CSIRT 
CYS Managed Security Operations,  
Sec Consult: Incident Response 
CYS Managed Detection & Response 
CYS Cyber Security Integration 

Eviden Partners’ Products 
Eviden’s AIsaac Cyber Mesh 

(c) Business continuity, dis-
aster recovery and crisis 
management.  

GRC Consulting 
Sec Consult: Incident Response 
CYS DFIR Managed Services, CSIRT 
CYS Cyber Security Integration 

Eviden Partners’ Products 

(d) Supply-chain security, 
including security-related 
aspects concerning the re-
lationships between each 
entity and its suppliers or 
service providers. 

Cybersecurity Consulting: up to all of 
Practices, in particular GRC, Penetration 
Testing, Sec Consult: Red Teaming Ser-
vice 
CYS Cloud and Application Security,  
CYS DFIR Managed Services: Suppliers 
Security Rating 
CYS OT/IoT CYS OT/IoT Security Services 

CYP IAM Products - Evidian 
Eviden’s AIsaac Cyber Mesh 
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NIS-2 Article 21.2 Eviden’s Cyber Security Services (CyS) 
with Partner’s products supporting the 
service 

Eviden’s / Partners’ 
Cybersecurity Products 

CYS Cyber Security Integration 
CYS OT Security Integration  

(e) Security in network and 
information systems acqui-
sition, development, and 
maintenance, including 
vulnerability handling and 
disclosure 

CYS DFIR Managed Services:  Vulnerabil-
ity Management Service, 
CYS Managed Security Operations, 
CYS OT/IoT CYS OT/IoT Security Services 
CYS OT Security Integration  

Eviden Partners’ Products 
Eviden’s AIsaac Cyber Mesh 

(f) Policies and procedures 
to assess the effectiveness 
of cybersecurity risk-man-
agement measures. 

CYS DFIR Managed Services: Threat In-
telligence/Hunting as part of TLTP, Vul-
nerability Management Service, EASM 
Cybersecurity Consulting: Penetration 
Testing, Sec Consult: Red Teaming Ser-
vice 
CYS Managed Security Operations,  
Sec Consult: Red Teaming Service 

Eviden Partners’ Products 
Eviden’s AIsaac Cyber Mesh 

(g) Cyber hygiene* prac-
tices and cybersecurity 
training. 

All relevant Eviden Portfolio of Managed 
Services, Products – dependent on cus-
tomer definition or applicability scope of 
„cyber hygiene” 

CYS Security Training and Awareness 

Eviden Partners’ Products 
 

(h) Policies on the use of 
cryptography and en-
cryption. 

GRC Consulting: Digital Sovereignty 
Advisory 

 

CYP Crypto Products (Trust-
way) - Data Protection solu-
tions (Trustway DataProtect),  
HSM - Hardware Security 
Modules (Trustway Proteccio), 
Network encryption (Trust-
way IP Protect), Payment & 
IoT HSM 
 
CYP Digital ID (Cryptovision) - 
Cryptovision SCinterface VSC, 
Cryptovision SCinterface, 
Cryptovision SCinterface 
Cache, GreenShield Product 
Sheet, Cryptovision ePasslet 
Suite Technical Data Sheet, 
CardOS versions overview, Se-
cure citizen-centric Digital 
Identity Solutions 

Eviden Partners’ Products 

Source: Eviden’s own elaboration 

 

 *Cyber hygiene minimum scope based on Motive (89) of NIS-2:  
- zero-trust principles,  
- software updates,  
- device configuration,  
- network segmentation,  
- identity and access management or user awareness, 
- security awareness training of staff on cyber threats, phishing, or social engineering tech-

niques)  
For further information, please consult Eviden’s Team who will guide you with cybersecurity experts 
or legal advisors to ensure comprehensive NIS2 compliance. 
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7.5 Customer success stories – NIS2 Compliance Eviden Projects 
 

Everything what has been based written in this whitepaper comes from Eviden’s practical hands-on 
experience from Cybersecurity Governance Risk Compliance customer engagement and from com-
pleted or ongoing NIS2 consulting or managed services projects. Exemplary engagements on NIS2 
include among others: 

1. Manufacturing Packaging company in Netherlands. 
2. One of biggest fund in Switzerland – where NIS2 was one of broader compliance consul-

tancy project next to DORA, CRA and Cyber suppliers’ assurance framework. 
3. Chemical Company in Austria 
4. Capital city of one of EU Member States. 
5. Brewery Company in Austria 
6. Energy & Steel Manufacturing Company in Austria 
7. Telecommunication & Broadcasting Regulator in one of EU Member States 
8. Research & Development sector company in Belgium 
9. Food (Cheese) Manufacturing Company in Germany 
10. Manufacturing of Plastics in Austria. 
11. Public Administration - Governmental Ministry of Transportation of one of EU Member 

States. 

8 Closing remarks, next streps and further assistance 
 

We ended being your companion to NIS2 Compliance Journey. Natural questions arise on what to 
do next. How to turn into action the knowledge acquired with this whitepaper? 

Key takeaways we would like to underline can be listed as follows: 

• Elaborate or review your ISMS in view of ISO 27001/2 Controls, and ISO 22301 controls, CIS Con-
trols & applicable Benchmarks, NIST Cybersecurity Framework or other applicable Cyberse-
curity Framework – what is preferable way of communication of cybersecurity processes ma-
turity level under NIS 2 Directive 

• Check your current Country security standards and security measures defined for NIS 1 al-
ready and monitor progress of adoption (transposition) of NIS 2 to your country cybersecurity 
system. 

• Elaborate or review your current cybersecurity risk assessment process or framework, cyber-
security measurement approach (measure what matters) if it generates respective infor-
mation for risk-based decision making or acceptance. 

• Elaborate or review your business continuity process and cyber recovery processes. 

• Document your Incident handling process if it can satisfy NIS 2 reporting time limits for inci-
dents. 

• Assess your Supply Chain Cybersecurity Risk 

• Create a Vulnerability Disclosure Policy. Put procedures in place to receive vulnerability noti-
fications from third parties. 

• Promote and implement DevSecOps. 

• If your company is under NIS 1 focus on compliance gaps which result from transition to NIS 
2 and check again applicability. 
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• Check if your organization is in scope of NIS 2 – and if yes to which of two groups of entities it 
will be classified: 

• Essential Sectors/Industries Entities (see detailed information separate slide) 

• Important Sectors/Industries Entities ((see detailed information separate slide) 

• Make aware your management board about its obligations, it is not CISO exercise, 
above all it is board member responsibility (CISO is not mentioned at all in NIS 2 Di-
rective) on the requirements & penalties of NIS 2, in particular Board Member respon-
sible for cybersecurity and resilience (BCM Program), could be CEO or Chief Operating 
Officer) and also Chief Compliance Officer, Chief Risk Officer. 

• Select the ISMS or Cybersecurity framework which best fits to your organization’s industry, 
region, clients, company size, partners, regulator, etc. – based on 10 cybersecurity manage-
ment measures in Article 21  

• Based on selected appropriate Cybersecurity Framework – perform risk-based compliance 
gaps self-assessment starting with review of IT- OT asset management process & inventory 
review - with independent party, remembering that NIS2 requires IT and OT being managed 
integrally – including key security processes required for compliance with NIS2 

• Present to Executives - NIS2 Risk Based Compliance Gaps Report and prioritize them for re-
mediation. 

• Based on specific business cases involve management to plan budget for eventual compli-
ance gap remediation project. 

• Elaborate or review existing cybersecurity training and make sure it is documented. NIS 2 
mandates regular training and risk ownership for all executives. 

• Make sure that remediation has taken place and there is a plan for periodic review or pene-
tration testing of existing IT & OT controls. 

These are of course exemplary actions. The Eviden Team is ready to assist you in your journey re-
gardless of the stage you are at or cybersecurity maturity of your organization. Contact us and we 
will respond.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2022.333.01.0080.01.ENG&toc=OJ:L:2022:333:TOC
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9 About Eviden  

9.1 Consulting capability 
 

We foster collaborative relationships with CISOs, encouraging open communication and effective 
strategy development. We speak the language of Board of Directors, CxO being able to communicate 
with any level of the organisation. We build strong partnerships with key cybersecurity stakeholders 
in the organization to unlock the power of open communication and drive effective security strategy 
development even if we are not currently engaged in projects with specific customers. 

Our advisory engagements work as an entry point of proper tailoring customer needs before any 
product or service whether ours or our competitors is proposed to the customers, to make sure that 
before following larger engagements, including integration and MSS (Managed Security Services) 
business is really justify by business case, organisations strategy or need which is not properly ad-
dressed or discovered. We provide broader context, sometimes readdressing initial customer needs 
after briefing what is challenge or problem to solve – to discover the real one which sometime not 
visible to our customers at the beginning. 

By providing deep insights into security challenges, we guide customers towards successful imple-
mentation of new security initiatives. Our custom-built solutions directly address specific client secu-
rity concerns, fostering trust and solidifying our position as a reliable partner.  

Our initial engagements begin with a thorough understanding of the organisation’s unique needs. 
This ensures our solutions are perfectly tailored to your specific challenges before any product or ser-
vice is recommended. Following the initial engagement, we offer a seamless transition to larger, on-
going services such as security integration and managed security services (MSS). 

Overview of our unique capabilities and differentiators of Eviden’s value proposition are summarized 
below on  

Figure 20 Elements of Eviden’s NIS2 compliance offerings’ unique value proposition 

 

Source: Eviden 
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Figure 21 Eviden’s cybersecurity consulting international coverage 

 

Source: Eviden 

Figure 22 Eviden’s consulting specific differentiators 

 

Source: Eviden 

Our tailored solutions demonstrate commitment to addressing specific client concerns, fostering 
trust as a reliable partner, which is being notice by market analyst as shown below: 

 

Figure 23 Eviden’s cybersecurity consulting rating by market analyst 

 

Source: Eviden 
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Figure 24 Overview of current Eviden’s Consulting Services portfolio. 

 

Source: Eviden 

 

Figure 25 Eviden's Consulting Services mapped to NIS2 CSF 2.0. 

 

Source: Eviden 

9.2 Managed services capability 
 

Our consulting services are standalone part of Eviden cybersecurity services portfolio, but they are 
also preceding or serve customers as value added to Eviden’s managed security services which are 
onboarded to Eviden customers with ecosystem of Eviden’s own manufactured products, hardware 
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or software supporting Eviden services. Analogically Eviden is constantly developing its ecosystem of 
R&D Centers, Start-ups, and Partners. Overview of Manged Services is presented in the figure below.  

Part of Eviden’s global network of cloud centres and connected with its 17 SOC (security operation 
centres) managed by over 6,500 security specialists. 

Figure 26 Eviden’s managed security services capabilities 

 

Source: Eviden 

Figure 27 Eviden’s rating and synergies 

 

Source: Eviden 

 

Typical onboarding on Eviden’s managed security services lasts usually from 2 to 12 months depend-
ing on complexity and scope of services to implemented via two main processes: transformation or 
transition. 

   Eviden SAS - Con dential

 ith Digital Security, we deliver more than security: end-to-end trust,
performance, continuity and resilience

                     

                                                                         
Developing exploding Cloud-IoT uses cases and as a service models
 ith Digital ID   IAM (Evidian,IDnomic, Crypto ision) and cryptography (Trust ay) offerings- Nato-EAL  compliant

                 

                                                                      
                                               
Leveraging uniqueAisaac AI-driven next generation security IP in Managed Detection   Response

                

                                                                          
                                                                         
Leveraging and extending our expertise in Command, control and intelligence, Aerospace and defense, Critical coms  .

                 

Leading digital IDplayers

Leading service providers

Critical systemsmakers

New

(1) - Gartner  2 2 .
Main competitors: NTT Data, I M 

New

New
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Figure 28 Typical process of onboarding Eviden’s Managed Security Services for NIS2 

 

Source: Eviden 

 

10 NIS2 in questions & answers 
 

Below for quick reference we summarise key questions and answers on NIS2 compliance contained 
in this whitepaper. 

Table 11 Key questions and answers related to NIS2 Directive  

Questions  Aspect /  
Chapter 

EU NIS 2 Directive summarized short answer 

Where to find official text of 
the and identification of 
NIS2 Directive? 

Identifier Directive (EU) 2022/2555 is the official identification in European 
Journal of Laws 

What is exact title of the Di-
rective? 

Title On measures for a high common level of cybersecurity across the 
Union (NIS 2 Directive) 

I do not understand some 
of terms and definitions 
which are used, where can I 
find them? 

Glossary, 
Legal defini-
tions of NIS2 

All necessary terms are clarified in Glossary Section 
NIS2 legal definitions are contained in the Article 2 of the Di-
rective 

What is the date of adop-
tion of the Directive 

Date of 
adoption 

14 December 2022 

Since when Directive is in 
force? 

Date in force 16 January 2023 

What are the deadlines for 
EU 27 Member States com-
petent authorities to trans-
pose (translate and publish 
official requirements on the 
country level) 

Transposi-
tion date 

17 October 2024, 27 EU Member States shall adopt and publish 
the measures necessary to comply with this Directive. apply 
those measures from 18 October 2024 
Directive (EU) 2016/1148 (NIS1 or NISD) is repealed with effect from 
18 October 2024 

https://eur-lex.europa.eu/eli/dir/2022/2555/oj
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Questions  Aspect /  
Chapter 

EU NIS 2 Directive summarized short answer 

What the deadline before 
which I should be compli-
ant? 

Country level 
deadline in 
transposed 
legislation. 

The date, which is the milestone for being compliance ready may 
slightly differ per given EU Member State.  

 Objective Setting out minimum rules regarding the functioning of a coor-
dinated regulatory framework, by: 
• laying down mechanisms for effective cooperation among 

the responsible authorities in each Member State, by updat-
ing the list of sectors and activities subject to cybersecurity 
obligations  

• providing effective remedies and enforcement measures 
which are key to the effective enforcement of those obliga-
tions. 

• to eliminate fragmentation of the internal market and can 
have a prejudicial effect on its functioning, affecting the 
cross-border provision of services and the level of cyber resil-
ience.  

• aims to overcome the shortcomings of the differentiation 
between operators of essential services and digital service 
providers 

What organisations, com-
panies or institutions are in 
the scope of NIS2 Directive? 

Sectors in 
Scope 

Expands the scope in comparison to former NIS Directive from 
Operators of Essential Services and Digital Service Providers to 
so-called Essential and Important entities in sectors of high criti-
cality listed in Annex I and other critical sectors listed in Annex II  

What if my business oper-
ates in more than one 
country? 

Main juris-
diction and 
territory in 
case of more 
than one 
country 

According to the requirements of the specific article of NIS2 
there are principles specifying applicable main jurisdiction and 
proceeding in the case of multinational companies. 
Please contact us for your specific use case using the contact be-
low. We have standardised approach for such organisations 
based on our experience from our projects. 

My business is outside EU 
do I need to comply? 

Jurisdiction 
territorial 
scope 

Yes, for further details refer to NIS2 Article 26 and Section 2.6.2 of 
this document. 

Why I need to comply with 
NIS2 Directive? Are cyber-
attacks a real threat for my 
organisation? 
 
Are the cyber threats land-
scape, trends, attacks evolv-
ing so quickly in my indus-
try, sector, or subsector?  
 
Are there any data or re-
ports supporting the real 
cyber risk level for my in-
dustry to support decision 
making? 

Industry spe-
cific cyber 
risk land-
scape re-
ports, aggre-
gated data. 

Please refer to Industry Cyber Landscape in Section 6.1 of this 
document. 
 
There are numerous reports published each year on cyber threat 
security landscape. Please refer to Section 12 for specific refer-
ences and further reading. 

What the typical concerns 
or challenges of organisa-
tions in scope of NIS2 Di-
rective? 
What customers tells you? 

Voice of the 
customers, 
market, or 
industry 
chambers, 
associations 
or other NIS2 
stakeholders 

Eviden’s customer or industry voice expresses the following chal-
lenges (not exhaustive): 
• They are not aware if they are in scope of NIS2 regulations. 
• They do not know when the right moment is to do prepara-

tion work to assure compliance. 
• They are afraid of reporting cyber incidents to external com-

petent authority if published, they might impact business, 
credibility, and reputation. 
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Questions  Aspect /  
Chapter 

EU NIS 2 Directive summarized short answer 

• Compliance and reporting burden (multiple reporting to 
various country or countries competent authorities of the 
same incident, report, etc. 

• They do not know how to impose on their suppliers - the 
compliance obligations resulting from NIS2 and how to ef-
fectively monitor them. 

• They do not know what the “reasonable” level should be if 
compliance cost or investments to be made to assure mini-
mum but sufficient compliance needs. 

• They do not know how to connect cyber risk analysis, busi-
ness continuity, supply chain managed into consistent 
framework to justify risk-based spending on compliance 
(“this is justified amount for which I am able to comply”). 

• They are afraid how to collect evidence, how to perform doc-
umented, reasonable, balanced risk assessment to prove 
that implemented countermeasures are adequately, pro-
portionally addressing the cybersecurity & cyber resilience 
risks 

Are there penalties of sanc-
tions for non-compliance 
with NIS2? 

Sanctions or 
Penalties for 
the organisa-
tion (entity) 

Administrative fines: 
• of a max of at least 10 mln EUR or of a max of at least 2% 

for Essential Entities,  
• of a max of at least 7 mln EUR or of a max of at least 1.4 

% for Important Entities)  
of the total worldwide annual turnover in the preceding financial 
year of the undertaking, to which the respective entity belongs, 
whichever is higher. 

Is there personal liability as 
element of penalties of the 
management bodies 
(board members, execu-
tives or another indicated 
person?) 

Personal ac-
countability 
for non-com-
pliance 

Yes, there is also personal liability for non-compliance apart from 
legal entity accountability.  

How compliance will be en-
forced by Regulator? 
Will there be any regulatory 
audits? 

Ex ante and 
Ex post regu-
latory super-
vision 

Yes, there are two main types of regulatory activities: 
• For essential entities: ex ante & ex post (anytime possible, be-

fore, during or after the incident) or  
• For important entities: ex post only (regulatory audit, super-

vision activities after incident happened)  

Will there be any obligation 
for regulatory reporting and 
collecting evidence? 

Incident Re-
porting, 
Compliance 
Reporting 

Yes, please refer to Article 23 and Section 4.4 of this document. 

What needs to be done to 
comply with NIS2? 

Require-
ments in the 
Directive 
(before the 
transposition 
is made). 
 

Follow articles 20-24 of NIS2 Directive by implementing are stat-
ing what needs to be done to comply with NIS2 

• Governance structure including management bodies 
oversight over status of compliance and implementa-
tion of the requirements. 

• Adopt 10 risk management measures cybersecurity 
framework, risk management, incident response, 
BCM/DR Cyber Recovery process, Third Party Supply 
Chain Cyber risk, vulnerability mgt, secure development 
process (DevSecOps), MFA, Access Control, Encryption, 
HR security, 

Dependent of the given Member State approach. 



52 | Eviden NIS2 Directive Whitepaper 
 

Questions  Aspect /  
Chapter 

EU NIS 2 Directive summarized short answer 

Where can I find the status 
of transposition in my coun-
tries 

Transposed 
require-
ments of 
NIS2 in the 
given coun-
try law 

Our Eviden’s Global Governance Risk Compliance Practice being 
part Cybersecurity Services Business Line is monitoring progress 
of NIS2 Transposition in most of the member states, please use 
below contact details for most up to date information. 

Is there any guidance of EU 
or Member State level spec-
ifying in more details on 
how to implement all the 
requirements of NIS2 Di-
rective to compliant with 
the principle of proportion-
ality?  

NIS2 Dele-
gating Act 

As of publication date of this Whitepaper, still NIS2 delegation act 
is not yet published. Please subscribe to our newsletter below to 
be informed when it is published. 

What should I do now? 
What are the next steps? 

Next deci-
sion & ac-
tions 

Consider training and awareness or assistance of credible and 
trusted partner on your NIS2 Compliance journey. 
 

How Eviden can help to our 
organisation regarding 
NIS2 Compliance? 

Eviden ap-
proach to 
NIS2 Di-
rective  
Eviden NIS2 
Cybersecu-
rity Services, 
Products  

Eviden’s approach to compliance assurance is described in Sec-
tion 6 of this document 

Is Eviden assisting any 
other upcoming European 
Regulations like DORA, CER 
Directive, Cyber Resilience 
Act, AI Act, etc? 

Eviden EU-
Regulations 
Cybersecu-
rity Services 
& Products 

Eviden’s approach to other EU regulatory compliance assurance 
is described in Section 9.1 of this document 

How can I contact your ad-
visor to get more details on 
NIS2 journey to compliance 
and related challenges? 

Contact Evi-
den Trusted 
Advisor 

Please contact respective Eviden representative under 
yourNIS2trustedadvisor@eviden.com for any further details, 
questions you might have. 
 
If you want to be informed as soon as delegating act will be pub-
lished or order to receive additional information related to NIS2 
implementation progress in your country and for any other news 
in the domain of other upcoming EU Regulations compliance, 
please sign-up for subscription here: 
eureg@eviden.com  

 

mailto:yourNIS2trustedadvisor@eviden.com
mailto:eureg@eviden.com
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11 Glossary facilitating reading this document 
 

With each new Directive or Regulation or in general when compliance with regulations is concerned, 
there is specific legal language used which precisely defines used terms. To assist the reader in un-
derstanding of NIS2 Directive requirements and this whitepaper the following definitions, acronyms 
are used. 

First key definition is to understand what Directive is and what is Regulation in EU Law Making pro-
cess and what are differences between them, what is explained on Error! Reference source not 
found.. 

Figure 29 Differences between Directive & Regulation in EU Law making process. 

 

Source: Eviden’s own elaboration 

Table 12 Key definitions facilitating understanding of Eviden’s NIS2 Whitepaper 

Definition Meaning 

Directive A "directive" is a legislative act that sets out a goal that EU countries must achieve. How-
ever, it is up to the individual countries to devise their own laws on how to reach these 
goals6. More information is contained in official EU Glossary.7 

Regulation A "regulation" is a binding legislative act. It must be applied in its entirety across the EU 
Member States8. 

Recommendation Recommendations are one of two forms of non-binding EU acts, the other form being 
Opinions. Although Recommendations do not have legal consequences, they may offer 
guidance on the interpretation or content of EU law. A recommendation allows the insti-
tutions to make their views known and to suggest a line of action without imposing any 
legal obligation on those to whom it is addressed. 

Delegated Act Delegated acts are non-legislative acts adopted by the European Commission that serve 
to amend or supplement the non-essential elements of the legislation9. 

Transposition Transposition is the process of incorporating EU directives into the national laws of EU 
Member States.10 

Recital (Motive) The ‘recitals’ (called also ‘motives’) are the part of the in Directive or Regulation placed 
before its articles which contain the statement of reasons for its adoption.  

Repeal Withdrawal of Directive or Regulation or substitution by new one (like in case of NIS1 
which will be replaced by NIS2 Directive since 18th of October 2024. 

Competent  
Authorities 

Authorities appointed by Member States (governmental level) to supervise the essential 
and important entities’ compliance with transposed NIS2 Directive into their country-
level laws 

 
6 Source: https://european-union.europa.eu/institutions-law-budget/law/types-legislation_en 
7 Source: https://eur-lex.europa.eu/EN/legal-content/glossary/directive.html  
8 Source: https://european-union.europa.eu/institutions-law-budget/law/types-legislation_en  
9 Source: https://eur-lex.europa.eu/EN/legal-content/glossary/delegated-acts.html  
10 Source: https://eur-lex.europa.eu/EN/legal-content/glossary/transposition.html  

https://european-union.europa.eu/institutions-law-budget/law/types-legislation_en
https://eur-lex.europa.eu/EN/legal-content/glossary/directive.html
https://european-union.europa.eu/institutions-law-budget/law/types-legislation_en
https://eur-lex.europa.eu/EN/legal-content/glossary/delegated-acts.html
https://eur-lex.europa.eu/EN/legal-content/glossary/transposition.html
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Definition Meaning 

Proportionality  
principle 

Proportionality is a general principle of EU law. It restricts authorities in the exercise of 
their powers by requiring them to strike a balance between the means used and the in-
tended aim. Safeguards accompanying a measure can support the justification of a 
measure.  

Proportionality principle in NIS2 is addressed in Recitals (21), (81), (133), (142) and in Art. 21.1 
on Cybersecurity risk management measures, especially in connection with Recital (81):  

(81) In order to avoid imposing a disproportionate financial and administrative burden on 
essential and important entities, the cybersecurity risk-management measures should 
be proportionate to the risks posed to the network and information system concerned, 
taking into account the state-of-the-art of such measures, and, where applicable, rele-
vant European and international standards, as well as the cost for their implementation. 

European  

Standard 

standard’ means a technical specification, adopted by a recognised standardisation 
body, for repeated or continuous application, with which compliance is not compulsory, 
and which is one of the following: 

a) standard adopted by a European standardisation organization11: 

CEN - European Committee for Standardisation,  
CENELEC - European Committee for Electrotechnical Standardisation,  
ETSI - European Telecommunications Standards Institute 

International  
Standard 

(a) ‘international standard’ means a standard adopted by an international standardisa-
tion body12, i.e.: 

ISO - the International Organisation for Standardisation,  
IEC - the International Electrotechnical Commission, 
ITU -the International Telecommunication Union 

ENISA The European Union Agency for Cybersecurity (official website: https://www.enisa.eu-
ropa.eu/) is the Union's agency dedicated to achieving a high common level of cyberse-
curity across Europe. ENISA contributes to EU cyber policy, enhances the trustworthiness 
of ICT products, services, and processes with cybersecurity certification schemes, cooper-
ates with Member States and EU bodies, and helps Europe prepare for the cyber chal-
lenges of tomorrow13. 

For further information please contact Eviden’s experts. 

 

12 References and further reading 
 

12.1 Cyber-attack tables – sources 
 

Sources for Table 7 Overview of research on real cybersecurity threats in critical sectors of Essential 
Entities and Table 8 Overview of research on real cybersecurity threats in sectors of Important Enti-
ties: 

https://www.enisa.europa.eu/publications/ 
https://www.cisa.gov/ 
https://www.proofpoint.com/us/blog/threat-insight 
https://cloud.google.com/blog/topics/threat-intelligence 
https://www.conquer-your-risk.com/ 
https://www.darkreading.com/cyberattacks-data-breaches 
https://blog.talosintelligence.com/ 
https://www.splunk.com/en_us/resources.html?search=threats 
https://attack.mitre.org/ 
https://www.cobalt.io/resources 
https://www.sans.org/ 
https://www.mandiant.com/resources 

 
11 Source: in Regulation (EU) No 1025/2012 of the European Parliament and of the Council of 25 October 2012 on 
European standardisation, in Article 2, point (1). 
12 Source: Regulation (EU) No 1025/2012, as above.  
13 Source: https://www.enisa.europa.eu/about-enisa/regulatory-framework  

https://www.enisa.europa.eu/
https://www.enisa.europa.eu/
https://eur-lex.europa.eu/eli/reg/2012/1025/oj
https://eur-lex.europa.eu/eli/reg/2012/1025/oj
https://www.enisa.europa.eu/about-enisa/regulatory-framework
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12.2 Industry specific impacts of cyber attacks 
 
Sources for threats impact description of cyber-attacks per industry for Table 7 Overview of research 
on real cybersecurity threats in critical sectors of Essential Entities and Table 8 Overview of research 
on real cybersecurity threats in sectors of Important Entities: 
 
Energy: 
https://www.politico.eu/article/energy-power-europe-grid-is-under-a-cyberattack-deluge-industry-
warns/ 
 
Health: 
Ransomware attack impact on Health industry:  
https://www.bbc.com/news/uk-england-kent-68284475 
https://www.bbc.com/news/articles/cd11v377eywo 
 
Water 
https://waterfm.com/what-is-the-state-of-cyber-risk-in-the-water-sector/  
https://wisdiam.com/publications/recent-cyber-attacks-water-wastewater/ 
https://www.cbsnews.com/news/cyberattacks-on-water-systems-epa-utilities-take-action/ 
https://www.govtech.com/security/federal-agency-warns-water-utilities-against-cyber-attacks 
https://wisdiam.com/publications/recent-cyber-attacks-water-wastewater/  
https://www.theregister.com/2024/04/17/russia_sandworm_cyberattacks_water/ 
https://watereurope.eu/how-can-we-fight-cyberattacks-to-water-infrastructures/ 
 
Stop-IT initiative - focuses on the strategic, tactical, and operational protection of critical water infra-
structures against physical and cyber threats, more details here: 
https://stop-it-project.eu/ 
https://erncip-project.jrc.ec.europa.eu/system/files/1_Cyber%20security%20in%20water%20sec-
tor_STOP-IT%20project_Rita%20Ugarelli.pdf 
 
Manufacturing 
https://www.theregister.com/2024/02/27/manufacturing_sector_malware/ 
 
Transport 
https://cyberconflicts.cyberpeaceinstitute.org/impact/sectors/transportation 
https://www.ptsecurity.com/ww-en/analytics/cyber-threats-in-the-transport-sector-2023/ 
 
Space 
https://www.politico.com/news/2024/03/25/satellite-cyber-threat-00148672 
https://www.lse.ac.uk/ideas/projects/space-policy/publications/Cyberattacks-on-Satellites 
 
Postal & Courier Services 
Lessons from the Royal Mail Ransomware Attack - TechHQ 
https://www.theguardian.com/business/2023/jan/12/royal-mail-ransomware-attackers-threaten-to-
publish-stolen-data 
https://www.strategic-risk-global.com/catastrophe-risk/royal-mail-cyber-incident-causes-wide-
spread-disruption/1443507.article 
https://therecord.media/ukraine-cyberattacks-energy-postal-transportation 
 
Food 
https://cybersecurityguide.org/industries/food-and-agriculture/ 

https://www.politico.eu/article/energy-power-europe-grid-is-under-a-cyberattack-deluge-industry-warns/
https://www.politico.eu/article/energy-power-europe-grid-is-under-a-cyberattack-deluge-industry-warns/
https://www.bbc.com/news/uk-england-kent-68284475
https://www.bbc.com/news/articles/cd11v377eywo
https://waterfm.com/what-is-the-state-of-cyber-risk-in-the-water-sector/
https://wisdiam.com/publications/recent-cyber-attacks-water-wastewater/
https://www.cbsnews.com/news/cyberattacks-on-water-systems-epa-utilities-take-action/
https://www.govtech.com/security/federal-agency-warns-water-utilities-against-cyber-attacks
https://wisdiam.com/publications/recent-cyber-attacks-water-wastewater/
https://www.theregister.com/2024/04/17/russia_sandworm_cyberattacks_water/
https://watereurope.eu/how-can-we-fight-cyberattacks-to-water-infrastructures/
https://stop-it-project.eu/
https://erncip-project.jrc.ec.europa.eu/system/files/1_Cyber%20security%20in%20water%20sector_STOP-IT%20project_Rita%20Ugarelli.pdf
https://erncip-project.jrc.ec.europa.eu/system/files/1_Cyber%20security%20in%20water%20sector_STOP-IT%20project_Rita%20Ugarelli.pdf
https://www.theregister.com/2024/02/27/manufacturing_sector_malware/
https://cyberconflicts.cyberpeaceinstitute.org/impact/sectors/transportation
https://www.ptsecurity.com/ww-en/analytics/cyber-threats-in-the-transport-sector-2023/
https://www.politico.com/news/2024/03/25/satellite-cyber-threat-00148672
https://www.lse.ac.uk/ideas/projects/space-policy/publications/Cyberattacks-on-Satellites
https://techhq.com/2023/01/lessons-from-the-royal-mail-ransomware-attack/
https://www.theguardian.com/business/2023/jan/12/royal-mail-ransomware-attackers-threaten-to-publish-stolen-data
https://www.theguardian.com/business/2023/jan/12/royal-mail-ransomware-attackers-threaten-to-publish-stolen-data
https://www.strategic-risk-global.com/catastrophe-risk/royal-mail-cyber-incident-causes-widespread-disruption/1443507.article
https://www.strategic-risk-global.com/catastrophe-risk/royal-mail-cyber-incident-causes-widespread-disruption/1443507.article
https://therecord.media/ukraine-cyberattacks-energy-postal-transportation
https://cybersecurityguide.org/industries/food-and-agriculture/
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https://www.food-safety.com/articles/8800-cyber-threats-impacting-the-food-and-agriculture-sec-
tor 
https://gca.isa.org/blog/cybersecurity-in-food-processing-a-hidden-battle-for-safe-sustenance 
https://arxiv.org/html/2403.08036v1 
https://www.intertek.com/blog/2023/2023-11-07-cybersecurity-food/ 
https://www.just-food.com/features/tech-leaves-food-industry-more-exposed-to-cybersecurity-
threat/ 
https://link.springer.com/article/10.1007/s44187-023-00071-7 
 
Research 
https://applied-risk.com/resources/cyber-security-research-and-development 
https://workingcapitalreview.com/2018/10/the-effect-of-cybersecurity-concerns-on-research-and-
development/ 
 
Chemical industry 
https://www.chemengonline.com/cyber-threats-facing-the-chemicals-industry/ 
 

12.3 Additional EU level information 
 
National coordination centers: 
https://cybersecurity-centre.europa.eu/nccs-0_en 

https://www.food-safety.com/articles/8800-cyber-threats-impacting-the-food-and-agriculture-sector
https://www.food-safety.com/articles/8800-cyber-threats-impacting-the-food-and-agriculture-sector
https://gca.isa.org/blog/cybersecurity-in-food-processing-a-hidden-battle-for-safe-sustenance
https://arxiv.org/html/2403.08036v1
https://www.intertek.com/blog/2023/2023-11-07-cybersecurity-food/
https://www.just-food.com/features/tech-leaves-food-industry-more-exposed-to-cybersecurity-threat/
https://www.just-food.com/features/tech-leaves-food-industry-more-exposed-to-cybersecurity-threat/
https://link.springer.com/article/10.1007/s44187-023-00071-7
https://applied-risk.com/resources/cyber-security-research-and-development
https://workingcapitalreview.com/2018/10/the-effect-of-cybersecurity-concerns-on-research-and-development/
https://workingcapitalreview.com/2018/10/the-effect-of-cybersecurity-concerns-on-research-and-development/
https://www.chemengonline.com/cyber-threats-facing-the-chemicals-industry/
https://cybersecurity-centre.europa.eu/nccs-0_en
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